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ABSTRACT

Any given periodic sequence can be generated by a family of linear feedback shift
registers (LFSR ) . The member of this family with least number of stages is called the linear
equivaent of the given periodic sequence. Nonlinear logic (multiplication ofachosen number
of bits and modulo 2 addition of the resultant), when applied to the LFSR sequences gives an
output sequence called the nonlinear feedforward sequence (NLFFS) with increased
complexity .

The problem of finding the complexity (linear equivalent) of NLFFS has been studied
by using cyclotomic costs for the case when feedback is a primitive polynomial.

INTRODUCTION

Binary sequences generated through shift registers (see fig. 1) have been

commonly used for security digital data either by bit-by-bit addition of the binary sequence to
the data or by feedback encoding . In either case, the effective security provided through such
devices is the complexity of the generated binary sequencer] In the study of linear sequences
and their characteristic polynomials, amagjor role is played by the so-called cyclotomic cosets
[2] . athough many of the principles involved apply to every Galois field , the case of greatest
prectical interest, for that reason , the most widely studied ,is that of sequences and
polynomials over GF(2).Section Il presents a necessary background of some well-known
results on the mutual relationships , and pseudo-noise (PN) sequences . Section |1l presents
Galois field representation , section IV presents a nonlinear generators and the full steps
required to determining the linear equivaent of nonlinear feedforward generators.

Fig.1: General feedback shift register
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Fig.2: Nonlinear feedforward generator
BACKGROUND:
In the content of GF(2) and for a given degree n the sets referred to as cyclotomic cosets

are
Obtained by partitioning the set N=(0,l,....,2n-2)mto subsets of the form
S(k)={k,2k,4k,...,2"'k}, k € n (1)

Where the proudcts 2'k are taken modulo p=2"-1 ,0<i<n-1

(k,p ) denote the greatest common divisor of k and p. when (K, p) [,S(k) isatrue coset , in the
usual sense of group theory , subgroup S( 1)={1, 2, 4, ... ,2"*'} of the multlpllcatlve group
modulo p. Cyclotomic cosets of this type will be reffered to as primitive cosets while
primitive cosets always contain n distinict elements , the size of a nonprimitive cosets S(k),(
k,p) # 1, may be either nor adivisor of n[2] .

The partitioning of n into cyclotomic cosets is closly related to the factorization of xP+|
into irreducible factors over GF(2) that are the minimal polynomails for the non-zero elements
of GF(2") over GF(2).

Let o be aprimitive root of unity so that theapowersa ' ,i € N exhaust the
nonzero elements of GF(2"), and let R be a set of distinct representatlve of the cyclotomic
cosets . There exists a one-to-one correspondance between the minimal polynomails my(x)
and the cyclotomic s(k) ,k € R, under which the factorization of mg(x) into linear factors over
GF(2") isgiven by [3]

m(X)=H(x+a) (2)
i€s(k)
The degree of my(x) is equal to | (k) |, the size of s(k) , and thusis either n or some divisor of
n.(see example in section 1V).

Il GALIOS FIELD REPRESENTATION:
Consider a binary sequence {a,} where a, is the nth member of the sequence, n=0, 1,
2,... iIf the sequence generated by an r-stage LFSR, it is completely perified by the initial
loading & , & , ... , &1 and by the linear recursion that specified feedback .
r

ant) cani=0 ,rer (3
i=1
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Where the sequence members an and the feedback congtants ci are members of GF(2) . Also
the operations of(3) are the defined operations of GF( 2 ); namely , addition and
multiplication modulo 2. In all that follows, the congtant Cr is one , otherwise the register
would have only r-1 effective stages . The linear recuson can be expressed as a linear
difference equation

;
(E+>GE")a,=0 , =0 (4)

i=1

Where E is the shifting operation which operates on an to give ant+l , i.e , Ean=an+1
Associated with (4) is the characteristic equation .

Y CX™ =0 ()

1=
An equation such as (5) with coefficient c; in GF(2) is said to be over

GF(2) . Equation (5) is know to have rootsin GF(2™), where m is the least common multiple
of the degree of the irreducible factors of(5). Let a be such a root. Then Aan is asolution
of(3), where A isan arbitrary constant. Likewise, each distinct root of (5) hasr roots, there are
r linearly independent solutions with r arbitrary constants determined by the initial values a,

- T

IV NONLINEAR GENERATORS :
From our prior discusion, it has been seen that the output sequence of an LFSR with
irreducible polynomials is given by

r-1

a:=YAi (d*)" (6)
i=0
Where a isaroot of the characteristic polynomial.

Let a , be a sequence from different stage, a , have the same roots asin a, . If it is multiplied
a, , an it becomes a sequence with high compIeX|ty In this section it is considered as
sequence of that type and we present a full steps required to determined the linear equivalent
of NLFFS as explained in the following
example:
Example: consider the generator of Fig.3

» Output

Fig .3: Nonlinear generator
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To determine the linear equivalent of that generator follow the following

steps:
1. Identify the feedback relation of a given generator
a =a, tay
@&+4 =8n Tan+
An=an-24+an3 ,h24 (7)

2. ldentify the characteristic polynomial associated wh (7)
f(x) =X +x +1 (8)

3. Patrtition the length of shift register (r=4) tocorresponding cyclotomic
cosets

K s(k) my(X) roots of m(x)
0 0 X+1 a°

1 1,2,48 X44X3+1 a, o, o, of

3 3,6,12,8 XXX X+1 o, o® a*? o

5 5, 10 X24+X+1 o, aXt

7 7,14,13,11 XX +1 a’,d o a?

4. Use (8) to generate elements of GFjas follows:

a isthe pth root of unity

5. Solve for A's the following system of equations :
[=Ag+A1+A+AZ

0=Ao a +A1 a®+A(0+) +As(a?+)
1=Ao o?+A(at])+A(a?+)+Az o
0=Ao aA1(c’*+ ad)+A o>+ o+ a+)+As(a’+ @)

the general solutioniis:
a=(a®+ o+1) o™+ (e>+) 0" (@3+ o®+ )(a+)"+(a+ a’+a)( o )" 9)
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6. Achieve the multiplication of binary sequencesaan.

an+1=( a2+|) o+ o a’n+ az(a+|)n+( a+l)( (12+|)n (20)

anam= o @2 (at)HePH) e+ o+ a)  HoPta)  (0%+a) (o +a+)(
o>+ +(oP+a?+1) @3+ o)™+ a2+ atl)(oP+at]) (e +H) (e3+ o+ a+l)” (11)

7. Achieve multiplication of polynomials associateavith roots present in
(11) mu(x), ms(x), mz(x)

g(x¥)= ma(x). ms(X). my=x"%+x>+1
g(x) isaconnection polynomial of alinear equivalent.

8. ldentify initial state of a linear equivalent usng
€n=an .ant+1
e=ag.a4= 1.0=0
€=a; ,=0.1=0
e=a.85= 1.0=0
|
I
&y=a0'210=0.0=0
Finaly the connection of linear equivalent shown in Fig.4

I

— ~[ofofol1[ 1T 1] ol o[ of o}l—— output

Fig.4 Linear equivalent of generator shown in fig.3

SUMMARY AND COLCLUSIONS:

The security achieved through the addition of binary sequence to a text depends upon the
complexity of the added sequence. As linear operations cannot increase the complexity , a
feedforward logic based on nonlinear operation (multiplication of bits) can be used to produce
sequences of any desired complexity . In this paper a unified method has been formulated for
determining the complexity of a nonlinear feedforward binary sequence with the aprimitive
feedback polynomial. The method is based on the enumeration of the cyclotomic cosets, aso
it can be used to determine the complexity of feedforword sequences with any level of non-
linear logic, and in addition provides the minimal generators of these sequences.
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