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Abstract:

Information hiding is a general term that can be implemented using several techniques that
should insure that concealed data would be invisible to the naked eye. Nowadays, two science of data
hiding have been emerge, steganography and watermarking.

The proposed method deals with hiding information (three images) in other media (one image) using

frequency domain by the wavelet coefficients.
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1.Introduction:

Color images can be modeled as three-
band monochromes image data as show in
figure (4), where each band of data corresponds
to different color [1]. The “actual information
stored in the digital data is the brightness
information in each spectral band. It is easily
understood that placing a  watermark
imperceptibly insignificant components of an
image causes imperceptible distortions to the
watermarked image. The watermark should be
integrated with the image content, so it cannot

be removed easily without severely degrading
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the image. The watermark can be made invisible

to the human eye, but still readable by computer.

[2]

2.Aim of Research:

The aim of the research is to design a
new method to hiding information (3 images) in
one image, and the human eye cannot recognize
them by using the intermediary coefficients of
frequency domain. The proposed method deals
with black and white images and color images.

3. Basic Concepts:
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Wavelet Transform:

The wavelet transform is really a family
of transforms that satisfy specific conditions. It
can be described as a transform that has basis
functions that are shifted and expanded versions
of them.

The wavelets transform breaks an image down
into four sub sampled or decimated images.
They are sub sampled by keeping every other
pixel. The results consist of one image that has
been high pass filtered in both the horizontal
and vertical directions. [3]

Wavelet Analyses

Intruder to perform the wavelet
Analyses, a numerous filters can be used to
implement the wavelet transform by first
convolving them with the rows and then the
columns by doing the following as shown in
figure (1)

1. Convolve the low pass filter with the
rows and save the results.

2. Convolve the low pass filter with the
columns ( of the results from stepl ) and
sub-sample this result by taking every
other values; this gives us the lowpass-
lowpass version of the image .

3.Convolve the result from stepl, the
lowpass filtered rows,with the highpass
fi

4. Iter on the columns . Subsample by
talking every other values to produce
the lowpass- highpass image .

5.Convolve the host image with the
highpass filter on the rows and save the
result .

6.Convolve the result from step (4) with
the lowpass filter on the columns ;
subsample to yield the highpass-
lowpass version on the image .

7.To obtain the high pass-high pass version,
convolve the columns of the result from step (4)
with the high pass filter. As an image, is shown
in figure (1&2) [4, 5]

Figure (1): Wavelet Segments for Image
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Figure (2): Wavelet Analyses for Image

Hiding Information:
Features :

Data-hiding techniques should be capable
of impending data in a host signal with the
following restrictions and features:[6]

1-The host signal should be none objectionally
degraded and the embedded data should be
minimally perceptible.

2- The embedded data should be directly
encoded into the media, so that the data remain
intact across varying data file formats.

3- The embedded data should be immune to
modifications ranging from international and
intelligent attempts at removal to anticipated
e.g. filtering, resembling,

analog-to-digital ~ (A/D)

manipulations,
encoding  and
conversion, etc.
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4-Asymmetrical coding of the embedded data is
desirable, since the purpose of data hiding is to
keep the data in the host signal, but not
necessarily to make the data difficult to access.

5- Error correction coding should be used to
insure data integrity. It's inevitable that there
will be some degradation to the embedded data
when the host signal is modified.

6- The embedded data should be self-clocking
or arbitrarily re-entrant. This ensures that the
embedded data can be recovered when only
fragments of the host signal are available.

Applications:

Placing data in images is useful in a
variety of applications. We highlight below the

most  important  application its  digital

watermark. The objective of digital watermark
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is to place an indelible mark on an image.
Usually, this means encoding only a handful of
bits, sometimes as few as one. This "signature"
could be used as means of tracing the
distribution of images for an on-line service and
four photographers how are selling their work

for digital publication. [7]

Watermarking system deals with two steps:

Hiding Image Embedding Process:

The input hiding process consists of a
hidden images (or encrypted images) and cover
media. The embedded hidden images must be
invisible to human eyes and robust to most
images processing operations. To meet these
requirements, a pixel value (0 or 1) is
embedded in a block of the image. Before
insertion, the host images is decomposed into
N*N blocks. Depending on the contrast of a
block, pixels in the block are adaptively
modified to maximize robustness and guarantee

invisibility. [8]
Hiding Image Extraction Process:

The extraction of a hidden image is similar
to embedding while in a reverse order. The
extraction of a hidden image must make
reference to the original host image. [8]

4. The proposed Technique:

The Embedding Algorithm:
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1. Read the original image, or host image (H),
and read the hidden images (A1, A2, A3).

2. Divide the Host image (H) into blocks of
N*N pixels.

3. Divide the hidden images (A1, A2, A3) into
blocks of N*N pixels.

4. Transform the host blocks into frequency
domain using wavelet method.

5. Chose the intermediary wavelet coefficients
and then replace it with the pixel values of the
hidden image blocks values.

6. Transform the host blocks from frequency
domain to the spatial domain.

7. Assemble the host blocks to produce an
image with hidden image (HA) as shows in
Figure (5).

The Extraction Algorithm:

1. Read the image (HA) produced from the
embedding algorithm. And Read the original
image or host image (H).

2. Divide the image (HA) into blocks of N*N
pixels.

3. Divide the original Image (H) into blocks on
N*N pixels.

4. Transform the image (HA) blocks into
frequency domain using wavelet transform
method .
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5. Transform the original Image (H) blocks into
frequency domain using wavelet transform
method.

6. Take the chosen intermediary frequency
coefficients from the Image (HA) and
intermediary frequency coefficients from the
Image (H) to produce the original hidden
Images (Al, A2, A3). As shown in figure (6).

7. Assemble the hidden images (A1, A2, and
A3) blocks to produce the hidden image (A1,
A2, A3). As shown in figure (6).

5. Experimental Results:

Peak signal-to-noise ratio (PSNR) is the
standard method for quantitatively comparing a
reconstructed image with the original image.
For an 8-bit grayscale image, the peak signal
value is 255. Hence the PSNR of an MxN 8-bit
grayscale image x and its reconstruction X is

calculated as [9]

2
PSNR =10logy, 222 o (3)
MSE

where the Mean Square Error (MSE) is defined

a'I\S/I:S.E = Mi '\fN_ [x(m,n) —x(m,n)}

N m=0 n=

iR
—~

N
~

Figure (7) shows the host images and the
hidden images using the proposed algorithm.
Figure(8, 10, and 12) shows the experiments
using the host images with three hidden B&W
images and the PSNR that results from this
experiments, while Figure (9, 11, and 13)
shows the experiments using the host images
with three hidden colored images and the PSNR

that results from this experiments.

The Experiments:

The results of the experiments are showed as
the following:

Experiment (1): Deals with embedding the
black and white images (Al, A2, and A3) in the
Host image (H1), and the result measuring
using PSNR given in the table (1) as shown

below.

Table (1) The Results of experiment(1)

Host Image No. Hid Image No. PSNR (dB)
H1 Al(B&W) 65.4317
A2(B&W)
A3(B&W)
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Experiment (2): Deals with embedding the color and the result measuring using PSNR given in the
images (C1, C2, and C3) in the Host image (H1), table (2) as shown below.

Table (2) The Results of experiment(2)

Host Image No. Hid Image No. PSNR (dB)
H1 C1(Color) 42.1335
C2(Color)
C3(Color)

o Experiment(3):
Table (3) The Results of experiment(3)

Host Image No. Hid Image No. PSNR (dB)
H2 Al(B&W) 65.4134
A2(B&W)
A3(B&W)

o Experiment(4):
Table (4) The Results of experiment (4)

Host Image No. Hid Image No. PSNR (dB)
H2 C1(Color) 42.1195
C2(Color)
C3(Color)
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o Experiment(5)

Table (5) The Results of experiment(5)

Host Image No. Hid Image No. PSNR (dB)
H3 A1(B&W) 65.416
A2(B&W)
A3(B&W)

e Experiment(6)

Table (6) The Results of experiment (6)\

Host Image No. Hid Image No. PSNR (dB)
H3 C1(Color) 42.1194
C2(Color)
C3(Color)

6. Conclusions:
The implementation of this method is applied
on two types of images: Black and white

images, and Colored image.

The experiments shows the ability of the
proposed algorithm to embed the hidden image
in an efficient manner by achieving the hiding
information requirements that showed below,

and the experiments explain the results for
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color image almost is rather similar to the result

of the black and white images.

1. Transparency: The proposed algorithm
provides a high degree of transparency that the
HVS does not recognize the hidden images that
embedded in the original image. And this can
be achieved by choosing the embedded
locations which are far from the low frequency
locations (blocks energy).
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2. Capacity: The proposed algorithm has a
high capacity that can reach the quarter of the
original image size because the method uses the
wavelet that divide the image into four parts.
The hidden images can be embed in the (4, 8,
16) locations at least in each block (8*8=64
locations).

3. Security: The important requirement
that must be provided in the system by embed
the hidden images in the appropriate frequency
domain coefficients and produce an embed

image with good PSNR value.
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Figure (3): Embedding and Extraction Image

fr(X,y) fa(xy) fa(x,y)

The color image (RGB) is three different images with grayscale
fr(xy), fa(xy), fa(x.y)

RGB Vector

The color vector contain the RGB value for (x,y) pixel in the image

Figure (4): Representation of color image.
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Hidden blockl (4 pixels)

Hidden block2 (4 pixels)

Hidden block3 (4 pixels)

Intermediary Frequency Coefficients
v v v
0 1 16 24 32 63 |R
0 1 16 24 32 63 |G
0 1 16 24 32 63

Figure (5): The Embedding Stage.
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Hidden - Image
0 1 8 16 24 32 63 R
0 1 8 16 24 32 63 G
0 1 8 16 24 32 63 B
0 11). |8 L1624 ) |32 ... 63 || R
v v v v
0 1/... |8 e |16 .. |24 .0 |32 ... 63 | G
0 1/... |8 e |16 .. |24 .. |32 ... 63 | B
3 level (RGB) qf Cover-image block (64 pixels
viv]v |V viv]v [V viv [v
Hidden blockl (4 pixels) Hidden block3 (4 pixels)

Hidden block2 (4 pixels)
Figure (6): The Extraction Stage.
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Host Image (H1) 1024*768  Host Image (H2) 1024*768 Host Image (H3) 1024*768

u"ﬂ}dus'

Hidden image (A3) 128*128

Hidden Image (C1) 128*128 Hidden imaae (C2) 128*128 Hidden image (C3) 128*128
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Host Imaae (H1) Resultina Imaae (HA1)

PSNR=65.4317 db

Figure (8): The Result of Experiment (1).

Host Imaade (H1) Resultina Imaage (HC1)
PSNR=42.1135 db

Figure (9): The Result of Experiment (2).
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Figure (10): The result of experiment (3).

Figure (11): The result of experiment (4).
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Host Imaae (H ; Resultina Imaae (HA

PSNR=65.416 db

Figure (13): The result of experiment (6).
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