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Abstract

In recent years, image encryption and compression plays an essential roll
in modern data communication fields, such as images storage in database.
This paper presents a fast technique which is used to encrypt four different images
into one encrypted image having a size less than the sum of the sizes of the original
images -which have different sizes- using wavelet transform. This technique has
many advantages: low storage requirements for the resultant image, simple, fast,
and secure.
Several examples are given to illustrate the performance of the proposed

technique and it gives good results for both grayscale and RGB color images.

Keywords : Image Cryptography, Image, Wavelet Transform

126



Maytham A. Shahed Wavelet Based Fast ...

1. Introduction

Cryptography has an extensive and mesmerizing history. The traces of
cryptography can be found some 4000 years ago in the Egyptian
civilization. It’s an art and science of scrambling information. But this very
feature of information scrambling is nowadays becoming an impediment
because government agencies across the world are trying to control the use
of cryptography. These agencies think cryptography is hindering their
intelligence gathering activities. This move resulted in widespread study of
steganography. Steganography which literally means, "covered writing"”
includes methods of transmitting secret message through innocuous cover
mediums in such a manner that the existence of the embedded messages is
undetectable. Researchers have shown how both these techniques, if
usedtogether can provide a high level of security (Zenon et al., 1997).

Unlike text messages, image data have their special features, such as bulk
capacity, high redundancy, and high correlation among pixels, not to
mention that they usually are huge which together make traditional
encryption methods difficult to apply and slow to process (Borie et al.,
2004).

The importance of wavelet as a multi-resolution technique comes from its
decomposition of the image into multilevel of the independent information
with changing the scale like a geographical map in which the image has
non-redundant information due to the changing of scale (Varma and Bell,
2004). In this way, every image will be transformed in each level of
decomposition to a one low information image and three detailed images in
the horizontal, vertical, and diagonal axises. Also the low information image
can be decomposed into another four images. These approaches of
decomposition process provide us with a number of unrealizable features in

the original image, which appear in the their levels after the application of
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transformation. So, the wavelet can be regarded as the most efficient
transform that deals with image, sound or any other pattern since it provides
a powerful time-frequency representation (Norcen et al., 2003).

In the present technique, the wavelet transform was used to encrypted four
different images with different sizes to produce one image having high
security and small size .

This paper is organized as follows: Sec. 2, are the researches of image
cryptography summary. Sec. 3, an introduction to wavelet transform. Sec. 4,
explains the proposed technique. Sec. 5, evaluates the proposed technique
using grayscale and RGB color images, and finally Sec. 6, shows the

conclusions.

2. Image Cryptography

Image cryptography was not studied as normal cryptography or visual
cryptography. It was used by Zenon (Zenon et al., 1997), to encode digital
media (images and video) to provide confidentiality and intellectual
property protection against unauthorized access. They proposed a version of
digital image cryptography by using random phase mask for encrypting
image. The authors consider image encoding as a new form of image
encryption. They accomplish this using a transformation technique based on
random phase masks. Their technique of encryption consists of four major
steps. Fourier transform of initial image, phase modification, inverse Fourier
transform and finally image conversion. It is a good concept but the weakest
link lies in the use of steganography. Zenon (Zenon et al., 1997) used image
cryptography and steganography to increase security but they have not
considered the use of image cryptography to disguise text cryptography
which would provide enhanced privacy and confidentiality in cryptographic

communication.
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Cheng and Li (Cheng and Li, 2000) proposed a solution called partial
encryption, in which a secure encryption algorithm is used to encrypt only
part of the compressed data. Norcen et al. ( Norcen et al., 2003) discuss
computationally effect techniques for confidential storage and transmission

of medical image data.

3. Wavelet Transform
The wavelet transform have two terms, each one is a set of functions

takes the forms (Antonini et al., 1992, Baxes, 1994):

V/(X)=\/2— 2 gygw (2x - k)
K = —o0 ...(1)

b0 = V2 T hd(2x - k)
oy .(2)

These sets of functions are formed by dilation and translation of a
single function y (X), called as the mother function or wavelet function in

equation (1). The second function in equation (2), ¢(x)is called the scale
function. Where gk’s and D s are analysis filters coefficients with h and 9

be the analysis filters (Saha, 2001, Xiong et al., 1999). The wavelet
transform performs an octave subband decomposition of an image. The
output of the first analysis stage is the low-low (LL) subband (an
approximation of the original image); the high-low (HL) subband (the
horizontal detail); the low-high (LH) subband (the vertical detail); and, the
high-high (HH) subband (the diagonal detail).

Wavelet analysis allows the use of long time intervals where we want
more precise low-frequency information, and shorter regions where we want
high-frequency information (Baxes, 1994). The low-frequency content is the

most important part. It is what gives the signal its identity. The high-
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frequency content, on the other hand, imparts flavour or nuance. Subband
coding is a coding strategy that tries to isolate different characteristics of a
signal in a way that collects the signal energy into few components. This is
referred to as energy compaction. Energy compaction is desirable because it
is easier to efficiently code these components than the signal itself
(Usevitch, 2001). An example of three level decomposition of image into
subbands using wavelet transform is illustrated in Figure 1 (a), whereas

Figure 1 (b) shows parent/children relationship among levels.
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Figure (1): () 3 level wavelet decomposition, (b) Relationship between higher and lower level
coefficients(parents/children)

4. Proposed Technique

The proposed technique aims to encrypted four different grayscale or
RGB images — which have different sizes — to produce one image with size
256x256 or 512x512 by using wavelet transform. After resizing the four
images and the key image to one of the previous sizes, the wavelet
transform is applied to the four images and the subband LL1 is taken to
produce transposition image by coping a block of pixel defined by the user
from each image to the transposition image according to the image sequence
defined by the user and this operation is repeated until all pixels in the four

images are copied to the transposition image. Then the pixel-pixel XOR
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operation is performed between the transposition image and the key image
after rearrange it by using zigzag scan to get the final encrypted image. The

encryption algorithm steps summarize as follows :

1. Read four different original images numbering {1,2,3,4}, respectively and
the encryption key (image). Each images have any size.

2. Read an integer value N (where, N= 256 or 512).

3. Save the dimensions of the original images in a vector (ISIZE) and resize
all images in step (1) to the size NxN pixels by using nearest neighbor
interpolation.

4. Rearrange the NXN encryption key (image) by using zigzag scan to
obtain a vector, and then reshape the resulted vector to NXN pixels
image.

5. Read an integer value (BSIZE) in form ( 2", 0 <m < 7), which represents
the number of adjacent pixels that will be copied from original images
to the transposition image in each time.

6. Read an integer vector (IORDER) having (4xk, 1 <k < 32) items. Each
adjacent four items in this vector contain the images numbers {1,2,3,4}
scattered (permutation form), which determine a sequence of original
images that will be copied its pixel(s) to the transposition image (e.g.,
4231,41232143, 423113244123, ..., etc).

7. Apply Discrete Wavelet Transform (DWT) for one level for each image
resulting from step (3) alone, excepted the key (image) and select
subband (LL1) for each image (result from DWT) to obtain image (N/2
x N/2) pixels and neglecting the other subbands.

o¢]

. Copy BSIZE of adjacent pixels from each image resulting from step (7)
in transposition image according to the images sequence determined by

the IORDER and repeat this step by considering IORDER as a circular
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vector until all pixels in the four images (N/2 x N/2 pixels) were copied

to the transposition image to obtain NXN pixels image, then save the

ISIZE vector in candidate place within the transposition image.

8. Apply XOR operation (pixel-pixel) between the transposition image and
the key (image) resulting from step (4) to obtain final compressed and
encrypted image NxN pixels.

The diagram of encryption and decryption steps of proposed technique
is shown in Figure (2). The current technique has many advantages:

The proposed technique is simple technique because it does not need
complex arithmetic operations. It takes little processing time compared with
other well-known technique, such as AES cipher and stream cipher. The
encryption algorithm needs low storage requirement because its encrypted
four images with different sizes in one image having size less than the sum
of sizes of the original images.

It has high security and making brute force attack infeasible.
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Figure (2): The proposed images encryption technique diagram
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5. Results

In this section, a number of tests which are used to examine the proposed

wavelet based images encryption algorithm will be presented. The
algorithm was programmed in MATLAB version 6.5 on a Pentium IV
PC (2.26 GHz) using 8-bit greyscale and 24-bit RGB color images
with different sizes.

To evaluate the proposed technique, five aspects were examined (Li et al.,

l.

2006, Oztiirk and Sogukpinar, 2004):
Security. Security in this work means confidentiality and robustness

against attacks to break the images. It is obvious that the goal is not
100% security, but used encryption technique that make them difficult
to cryptanalysis.

Speed. Less data to encrypt means less CPU time required for
encryption. So, the current technique do not used complex arithmetic
operations which resulted in reducing encryption and decryption time.

Compression Ratio (CR). Measures the compression ratio between
the compressed image size (represent here encrypted image size) and
the uncompressed image size (represent here the sum of the original

input images sizes). It is defined as (Saha, 2001) :

Compressed image size
CR_ : : )
Uncompressed image size

When CR=0.6, this means that the data occupies 60% of its
original size after compression. The aim is to get a CR near to zero.
Keyspace Analysis. A good image encryption algorithm should be

sensitive to the cipher key, and the keyspace should be large enough to
make brute-force attack infeasible. In current work, the size of the
keyspace is (512x512 =262141) or (256x256 = 65536) according to N
value.

Correlation. Correlation (Corr) measures the similarity between the
original image and the reconstructed image. The aim is to get a
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correlation value closed to 1. The correlation can be defined as (Al-
Obaidi, 2004):

N M _ _
X X ((r,e)=1)(Ia(r,c)=13)
r=1c=1

Corr = (4)
N M _, N M _
\/[ 2 X (o= X Zdare)-12)7]
r=lc=1 r=lc=1
Where,
I,(r,c): is the value of pixel at (r,c) of the original image.
I, : is the mean of the original image that:
_ 1 N M
I = - z z I (r: C)
1 M x N r=1c:11 ... (5

I,(r,c): is the value of pixel at (r,c) of the reconstructed image (or
modified image).
I,: is the mean of the reconstructed image (or modified
image) that:

_ N M
I = 2 X lp(r,c)
M xN [=]co1 ...(6)
Where,
M: height of the image. N: width of the image.
r and c: row and column numbers.
a.Test1

The proposed technique was tested more than twenty five times. In each
test different four 8-bit grayscale images and key (image) were used. The
results of one of these tests are summarize in Table (1), and all its images
are shown in Figure (3). The original images are: Lena, Pepper, Birds, and
Boat and the encryption key (image) is Mandrill, while the inputs
parameters are :

N =256, BSIZE=8, IORDER=423132414213
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Table (1): Comparison results of test 1

Original image Encrypted image Reconstructed image

dze- |[size | Tme with  |lsize
(byte) (byte) ‘ original (| (byte)

Corr. with
original

Image
name

262144 262144

160000 160000

250000 250000

65536 65536

Y= Avg= = Avg=

737680 0.0063 737680 | 0.9983
o Test2

The proposed technique was tested more than fifteen times, in each test
different four 24-bit RGB color images and key (image) were used. For
color images with three RGB values per pixel, the current technique applied
on each color (Red, Green, and Blue) as grayscale separately then combine
the three resulted grayscale images to get the encrypted color image. The
definition of (Corr) for RGB color image is the same except that the final
Corr is equal to the sum of the Corr for each color divided by three as

shown in the following equation (Al-Obaidi, 2004):

Corrg + Corrg + Corrg

Corrgeg - 3 A (7)

Where, Corrg :correlation to Red color image.
Corrg :correlation to Green color image. Corrg :correlation to Blue

color image.
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The result of one of these tests is explain in Table (2), and all its images
are shown in Figure (4). The original images are: Map, Birds, Boys, and
House and the encryption key (image) is Moth, while the inputs parameters
are:

N=512, BSIZE=32, IORDER=24134321

Table (2): Comparison results of test 2

Original image Encrypted image Reconstructed image

Image Image Time Corr. Image Corr.
size size (sec.) with size%b te) with
(byte) ||l (byte) : original y original

Image
name

262144 262144
177384 177384
262144
310000 310000
65536
81:5064 Avg=0.0091 | == 813064 | 41009997
o Test3

The proposed technique is able to encrypted even a single image (a
special case). In this case, the original image is resizing to the size 512x512
pixels and divided into four sub-images with size 256x256 pixels, which
treated as input image. The proposed technique was tested more than fifteen
times, in each test different one input 8-bit grayscale or 24-bit color image
and key (image) were used. The result of one of these test for 8-bit grayscale
image was listed in Table (3), and all its images are shown in Figure (5).
The original image is Cameraman, and the encryption key (image) is
Woman, while the inputs parameters are :

N =256, BSIZE =64, IORDER=4123
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Table (3): Comparison results of test 3

Original image Encrypted image Reconstructed image

Corr.
with Time
origi (sec.)

nal

Image Time Co_rr. Image
size with size

(byte) =) original ||| (byte)

Image
name

Original Reconstructed
Lena image Lena image
312x512 312x512

Original Reconstructed
Pepper image Pepper image
400 =400 400400

Original Reconstructed

Birds image Birds image

300+3500 300+500
Original Reconstructed
Boat image Boat image
256256 256%256
Encryption key
Encrypted
) (image)
image
= Mandrill
256%256
500520

Figure (3): Images of the test 1
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Original
Map image
S12312

Original
Birds image

456%389

Original
Boys image
620500

Original
House image

256%256

Encrypted
image

312%312

Figure (4): Images of test 2
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Reconstructed
Original
Cameraman
Cameraman
image
image
350x600
350600
Encryption ke
Encrypted bl J
(image)
mage
W oman
256+256
600 =400

Figure (5): Images of test 3

6. Conclusions

This paper proposed a new technique which aims to encrypted four
different images to produce a single image. The resulting image size is less
than the sum of the sizes of the original images. This was accomplished by
using wavelet transform

From the results, we can notice that the correlation between the original

image and the reconstructed image is nearly equal to one for grayscale and
color images, while the correlation with the encrypted image is very small
approximately to zero. This indicates that the encryption technique works
well to protect the image data. In addition to, the size of resulted image is
very small compared with the sum of the original images sizes. The
reconstructed images approximately are the same as the original images.

The current technique has many advantages, such as, low storage

requirements, low time requirement, and high security.
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