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Abstract:

The state is seen as a key subject by international
law, which governs relationships between its subjects by
outlining their rights and obligation. The continual
advancements and innovations that take place in the
international community have presented a number of
difficulties for the application of international law
throughout history. The prohibition on the use of force is
the most crucial principle. Recent developments in cyber
operations rank among the most significant of these
difficulties. The security of states and subsequently
global peace and security are seriously threatened by
these operations. This is a logical outcome of states'
growing reliance on cyberspace. Despite this risk, there
are currently no international agreements or norms that
govern countries' use of cyber operations, which gives
rise to the issue of how much and how to apply the
traditional rules of international law to these operations
since most of them emerged in a time that was not
consistent with the development of cyber operations.
There weren't any cyber operations, rather, their
existence in the future was more like science fiction,
Therefore, it is crucial to study them so that we can learn
how to apply them, look for flaws in the current laws,
and come up with fixes for them. In order to demonstrate
the application of the law of resorting to the use of force,
we will divide this research into two sections. In the first,
we look at the rule prohibiting the use of force on cyber
operations, and in the second we will discuss the practice
of self-defense against cyber operations.
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(1)Marco Roscini, Cyber Operations and the Use of Force in International Law,
Op. Cit. p 71.

(2)Military and Paramilitary Activities in and against Nicaragua (Nicaragua v.
United States of America), Merits, Judgment. 1.C.J. Reports, 1986, p. 14. para 191.
(3)Marco Roscini, Cyber Operations and the Use of Force in International Law,
Op. Cit. p 72- 73.
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(1)Jean S. pictet, The Geneva Conventions of 12 August 1949. Commentary.
Volume IlI: Relative to the Treatment of Prisoners of War, ICRC, 1960, p 23;
David E. Graham, Cyber Threats and the Law of War, Journal of National Security
Law & Policy, Vol. 4:87,2010, p 90; jeffrey Carr, Inside cyber warfare: mapping
the cyber underworld, O'Reilly Media, 2011, p 58.

(2)Tom Ruys, Armed Attack and Article 51 of the UN Charter, Cambridge
University Press, 2010, p 139.

(3)Duncan Blake and Joseph S Imburgia, Bloodless Weapons? The Need to
Conduct Legal Reviews of Certain Capabilities and the Implications of Defining
Them as Weapons, Air Force Law Review, Vol. 66, 2010, p 186.

(4) Michael N. Schmitt (GEN. ED.), Tallinn manual on the international law
applicable to cyber warfare, Op.Cit. commentary to Rule 13, para 6.

(5)Heather Harrison Dinniss, Op. Cit. p 81- 82; Francois Delerue, Op. Cit. p 333,
Michael N. Schmitt (GEN. ED.), Tallinn Manual 2.0 on the International Law
Applicable to Cyber Operations, Op. Cit. commentary to Rule 71, para 10.
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Michael N. Schmitt, Responding to Transnational Terrorism Under the Jus Ad
Bellum: A Normative Framework, Naval Law Review, Vol. 1, 2008, p 16- 20;
Michael N. Schmitt, Cyber Operations and the Jus Ad Bellum Revisited, Villanova
Law Review, Vol. 56, 2011, p 592; Michael N. Schmitt, Computer Network Attack
and the Use of Force in International Law: Thoughts on a Normative Framework.
Op. Cit. p 932.
(3)Michael N. Schmitt (GEN. ED.), Tallinn manual on the international law
applicable to cyber warfare, Op. Cit. commentary to Rule 15, para 4; Michael N.
Schmitt (GEN. ED.), Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations, Op. Cit. commentary to Rule 73, para 4.
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(1)Marco Roscini, Cyber Operations and the Use of Force in International Law,
Op. Cit. p 79; Heather Harrison Dinniss, Op. Cit. p 88.

(2) Michael N. Schmitt, Computer Network Attack and the Use of Force in
International Law: Thoughts on a Normative Framework, Op. Cit. p 932- 933.
(3)Francois Delerue, Op. Cit. p 474.

(4)ibid, p 475.

(5)Michael N. Schmitt, Cyber Operations and the Jus Ad Bellum Revisited, Op.
Cit. p 592- 593.
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(1)Francois Delerue, Op. Cit. p 475- 476.
(2) Carlo Focarelli, Self-defence in cyberspace. IN Research Handbook on
International Law and Cyberspace, Nicholas Tsagourias and Russell Buchan (eds.),
Edward Elgar Publishing, 2021, p 335.
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195.
Y8 el Hias (oua Suie sl sl fea Jllae #3a o Tk (1)
Military and Paramilitary Activities in and against Nicaragua, Op. Cit. para. 228,
230.
(4) Francois Delerue, Op. Cit. p 463; Michael N. Schmitt (GEN. ED.), Tallinn
manual on the international law applicable to cyber warfare, Op. Cit. commentary
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Delerue, Op. Cit. p 477.
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