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Abstract— Recently, fake and fabricated images that have been manipulated for several 

purposes, including cosmetic and some for illegal purposes, have spread on social media. And 

because this is not an easy matter, it has become necessary for researchers in this field to search 

and investigate the types of images, to verify their authenticity and how to manipulate them. 

Therefore, the aim of this research is to serve as an assistant to the researcher who wants to 

enter this field. In this research, a survey of the types of forgery was presented with examples. 

The most important common methods for detecting forgery were also presented, and the 

previous studies that contributed to the process of detecting fraud, both traditional detection and 

deep learning-based detection, were highlighted, while giving the most important strengths and 

weaknesses of both types. We note from this that detecting the forgery process is a difficult 

process and takes time to detect the changes that have been made to the image that cannot be 

detected by the naked eye. In this research, researchers have been urged to go towards deep 

learning for the purpose of detecting the  forgery of the features that it enjoys.
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1. INTRODUCTION  
The development in the field of technology 

included all aspects of life, especially images, which 

became the best means of transmitting information.  

Images express information in a better way than texts, 

as it is possible to extract more details and facts from 

them that text messages cannot express because 

humans by nature believe everything they see. The 

human visual system equips us with approximately 

75% of the information [1], and therefore it is 

considered as the best way to ensure the credibility of 

things. With the advancement of science, manipulating 

digital images has become a very easy process with the 

presence of many image applications. Images can be 

manipulated in several ways using programs, such as: 

adobe Photoshop, coral paint shop and photo plus [2].  

 Some of those programs connect or merge two images 

to produce a fake one, others cut part of the image and 

paste it in different locations of the same image with the 

possibility of rotating and zooming the copied part. 

Other manipulating programs, on the other hand, can 

refine the image, such as filling the image with color 

and controlling lighting. 

 Digital images is used in many fields such as 

promotion, advertising, scientific analysis, crime 

analysis and forensic medicine. In this study, a survey of 

the types of forgery was presented with examples due to 

the various reasons. First, the spread of applications for 

digital image manipulation and the availability of the 

Internet, which provides an easy means to share images 

via social media. Second the availability of photo 

editing tools that are used to manipulate images in an 

easy effortless affordable way. Finally, as part of 

 
Al-Rafidain Journal of Computer Sciences and Mathematics (RJCM) 

 

www.csmj.mosuljournals.com 



Al-Rafidain Journal of Computer Sciences and Mathematics (RJCM), Vol. 16, No. 2, 2022 (15-23) 

 

 

16  

(reliable medical evidence) used in courts, images are 

important source of information since they can be used 

as ―conclusive evidence‖ in analyzing suicide cases, 

intelligence services, and media misinformation for a 

case affecting contemporary life.  

Due to the recent spread of fake and fabricated 

images on social networking sites that have been 

manipulated. And because this is not an easy matter, it 

has become necessary for researchers in this field to 

search and investigate types of images, to ensure their 

authenticity and how to manipulate them. 

Consequently, the process of verifying the credibility 

of the image became the focus of researchers' attention 

and a source of inspiration to discover methods of 

detecting forgery. 

Therefore, in this research, the types of forgery 

will be explained in paragraph 2, the methods of 

detecting forgery will be mentioned in paragraph 3, and 

previous studies in this field will be highlighted in 

paragraph 4, then a comparison will be made that 

shows the strengths and weaknesses of each type of 

studies that were addressed in paragraph 5. Finally, the 

conclusions were presented in paragraph 6. 

 

2. Types of digital image forgery: 
   Digital image forgery is a term used when any change 

occurs to the original image (such as copying and pasting, 

removing, adding and resizing, rotating to a certain degree, 

enhancing, or combining more than one change to create a 

new image). Image forgery can be divided into five types [3] 

see figure (1). 

  

      

 
 

Figure (1) : Types of digital photo forgery. 

 

2.1 Copy Move Forgery 
   This type is the most common and the easiest to implement 

and the hardest to detect since there can be more than one 

forged part in the image, and it can be distributed anywhere 

in the image. In addition, the source and (target) images share 

the same destination, color and noise except the forged part. 

In general, methods for detecting clones depend on 

comparisons and matching, and they fall into two parts: 

comprehensive search method and the nested block matching 

techniques. It is possible to apply many transformations on 

the image (scaling, rotation, shearing and combining several 

types) to cause difficulty in the process of visual detection. In 

addition, if the process of manipulation was carried out by 

professionals using statistical measurements, the detection 

process becomes useless with this type. Example. See figure 

(2) shows an example of this type where the original image on 

the left, shows images of three missiles, while the image on 

the right has been manipulated, showing images of four 

Iranian missiles. The forged image was published in July 2008 

by New York Times and Los Angeles thinking it was an 

original photo, but it turns out later that it is a forged photo 

[4]. 

 
Original image                       forger image    

Figure (2): shows the forgery of the type of cutting and copying [5]. 

 

 

2.2 Forgery of splicing or splicing in digital images 
    In this type of forgery, two or more images are combined to 

obtain one image. Many processing operations can be 

performed on this type of forgery. This kind is classified into 

two types [6]. The first type depends on the region, and it 

depends on the characteristics of the camera or statistical 

characteristics of the features of the region in which it was 

formed. The second type is based on borders by detecting 

irregular modification on the binding borders where the 

consistency of the pixel division surrounding the borders in 

the color image is checked. This type is more difficult to 

detect compared to transfer and reproduction due to the fact 

that the divided image does not contain any repeated regions. 

In addition, the source of the image does not provide any 

evidence of forgery [7]. See figure ( 3)  

 

 
Original image 

 
Figure( 3) : shows the image splicing forgery [8] 

 

 

 



Al-Rafidain Journal of Computer Sciences and Mathematics (RJCM), Vol. 16, No. 2, 2022 (15-23) 

 

 

17  

2.3 Retouching image Forgery 

   The retouching process in films was previously done with a 

pointed brush and was accurate with special pigments. 

Nowadays, due to the availability of digital images, the 

retouching process became easier and faster. This type of 

forgery is the least harmful because it does not make 

important or drastic changes to the image as it works to hide 

defects such dark spots and shadows under the eyes. Its main 

purpose is to increase aesthetics and to attract attention. This 

type is usually used to form magazine covers. See (Fig. 4) 

[9], the image to the left of the actor Newman where the 

retouching process was performed by repeating the wrinkle-

free skin patches on the wrinkled areas [9]. The revision 

process can also be used to perform the repairing process, see 

figure (5)[10]. 

 

 

  
 

 

 

 

 

 

 

 
      Original image    retouching image 

 
Figure (4): Example in retouching image [9] 

 

 
Figure 5 Example in retouching image in the repair process [10]. 

 

2.4 Enhancement forgery 
   In this type of forgery, the content of the image is not 

changed, but it includes adjusting the color contrast and 

distortion. This type has an indirect effect on the 

interpretation of the image, such as changing the time of the 

day when the image was taken .see figure(6)[11] shows the 

process of improving an image where the image to the left 

represents the original image and the transitions from left to 

right was done to show the bike and blurring the cars in the 

background [11]. 

 
Figure (6): shows the stage of the improvement process [11]. 

2.5 Morphing image 

   In this type of forgery, the image is gradually 

transformed into another image See figure (7) that shows a 

picture of a person (the source image) which gradually 

turns into the target image (the image of the doll's face). 

The intermediate images include the attributes between the 

source image and the target image and contain a human 

part and an alien part [10]. 

 

 Figure (7): Shows a series of mutated images [10] 

 

3. Methods for detecting forgery of digital images 
  Forgery detection methods are classified into two 

categories: passive detection and active detection [12]. See 

figure (8). 

 

 
 

 

 

 

 

 

 

 
Figure (8): Types of Forgery detection  

3.1 passive detection methods 

   In this type of detection methods, we do not have prior 

knowledge about the image to be verified. This method is 
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also called (blind-method) and it works by analyzing the 

content of the image and making statistics for it (13). 

Detection methods that depend on the content are divided 

into methods for detecting forgery of the braiding type, 

and methods for detecting forgery of the transmission 

and reproduction type. Detection techniques have 

developed to go through several stages, including weak 

methods that fail to detect forgery when the image is 

exposed to treatments such as (compression, camouflage, 

scaling, and noise attacks), while strong methods succeed 

in detecting forgery even if the images were exposed to 

the aforementioned treatments. Negative detection 

methods are divided into five groups [13] [12]: 

3.1.1 Pixel-based detection methods 

   These methods depend on the basic building block of 

the image, which is the pixel, and include the processes 

of transfer, copying, linking, and editing. 

3.1.2 Format-based detection methods 

    In this technique, JPEG format is mostly used. For 

image forgery detection, these techniques fall into three 

categories: JPEG quantization, Double JPEG 

quantization, and JPEG block. When compressing an 

image, it is almost impossible to distinguish between an 

original image and a fake image. However, fake images 

can be detected by compressing images using format-

based techniques. 

3.1.3 Camera-based detection methods 

   This method uses changes made by the camera that go 

into stages in the imaging processes such as 

segmentation, color correlation, gamma correction, 

white-tuning, filtering, and JPEG compression. For 

example, chromatic aberration, color filter set, camera 

response, sensor noise, and defects can be used. 

3.1.4 Physics-based detection methods 

   Under various lighting conditions, natural photographs 

or a photorealistic image is generally taken. The 

brightness level and contradiction of the original image 

can be used to identify or detect any distortion used to 

create an altered image. Since the brightness of a 

tampered image is different from that of the original 

image, checking for lighting fluctuations can be one of 

the most effective ways to detect image spoofing. 

3.1.5 Geometry-based detection methods 

    A technique that depends on analyzing the relationship 

between the camera and the object in the image. It 

determines the reflection of the objects in the image, and 

through reflection, we can know if there is any 

manipulation of the image or not 

  

3.2 Active detection methods 

      This type requires the presence of previously available 

information, noting that there is a difference between the 

two images to indicate the presence of forgery. In this 

type, some data is added to the original image to produce 

a new image that includes both the watermark and digital 

signature [14]. 

3.2.1  Watermark 

   It is a series of bits in the digital image. It might be special 

information, such as the serial number of the tuner or a 

company logo, and it is added to the digital image to 

determine the copyright. See figure (9) which shows the 

presence of the watermark in the digital image (15). 

 

 
Figure (9): shows the presence of a watermark [15] 

 

3.2.2 Digital signature  

   It is a mathematical method that seeks to solve the problem 

of tampering. It uses a digital signature to verify the 

authenticity of digital messages. Depending on the digital 

signature, the recipient can verify the credibility of the 

message. It is widely used in many areas such as financial 

transactions. The digital signature contains some secondary 

information obtained from the digital message or image, and 

only the sender has the right to sign the image, so the recipient 

must verify the authenticity of the signature. Also, the digital 

signature cannot be forged by unauthenticated persons [15]. 

 

4.Previous studies 

 Previous studies can be divided into two parts according to 

the type of methods used in detecting forgery. The first part 

relies on traditional manual methods to find the important 

features in the image. It performs image processing and then 

inserts it into algorithms that extract properties based on image 

texture analysis. After obtaining these properties, a classifier is 

used for the purpose of classification, while the second part 

relies on deep learning methods to explore the important 

features of the image, in recent years, deep learning models 

including deep neural networks and pre-trained network 

models have been able to extract complex features from 
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images and effectively learn these features. It is also possible 

to rely on learning models in the detection process for their 

ability to learn automatically. Incorporating the extraction 

and classification stage into these models also makes an 

effective contribution to deep learning models in broad areas 

such as computer vision and speech recognition. Here are 

some of the studies presented by researchers. 

 

4.1 Studies that depend on traditional methods 

   These methods rely on hand-made features, and they 

have many weaknesses that include a high degree of 

computational complexity, low detection accuracy, and 

they work on a certain form of forgery[16]. Studies in 

this field are: 

 In 2013, [17] Zaho and Guo proposed a method for 

detecting transcription-type forgery based on discrete 

cosine transform (DCT) and single value analysis 

(SVD). The results showed that this method can detect 

forgery even if the image is distorted by Gaussian and 

that this method is strong against noise and its 

disadvantage is that it has not been tested on more 

complex image transformations such as rotation and 

scaling. 

 In 2015, Lee et al. [18] presented a method for 

detecting copy and transfer type forgery by converting 

the image to gray scale and then dividing the image into 

overlapping blocks of size (16 * 16), applying the 

Gabor filter and calculating the histogram of oriented 

Gabor magnitude descriptor. After calculating the 

vector characteristic, it is stored lexicographically, then 

the matching blocks are found using the Euclidean 

distance. To reduce the false matching, a threshold is 

used. By using this method, the researcher was able to 

detect forgery even when the image was subjected to 

distortion, color reduction, brightness changes and 

weak detection when applying rotation and scaling on 

large areas of the image. 

 In 2016, Sreelakshmy et al. [19] presented a method for 

detecting copy and transfer type forgery by integrating 

block-based detection methods, and key point-based 

detection methods where the Adaptive overlapped 

segmentation algorithm segments that divide the image 

into a set of blocks are applied. Then a speeded up 

robust features (SURF) algorithm is applied to extract 

the main features of the image and then these features 

are matched with each other to detect forgery. 

 In 2018, Fernández et al. [20] presented a technique for 

detecting digital image tampering of the image splicing 

type based on spectroscopic analysis of artifacts using a 

color filter array that works on spectroscopic analysis 

arising from pixel differences. Then they applied a DCT 

to each block. The parameter value in each block is used 

to analyze the forged area. The method was able to 

detect tampering of images that were subjected to 

manipulations such as rotation, coloring and scaling. 

One of the disadvantages of the method is partial 

detection, as some original areas were identified as 

forged ones . 

 In 2019, Parveen et al. [21] presented a method for 

detecting forgery in the digital image transmission and 

copying type on the basis of pixels to ensure the 

authenticity of the image. The (DCT) was used to extract 

the features and using the (k-mean) algorithm to made 

blocks , and finally blocks are matched. The method 

failed to detect the forged parts in the rest of the image. 

 In 2019, Ghanekar & Sharma [22] also proposed an 

algorithm to detect forgery of the braided image, where 

the rgb color image is converted to ycbcr, that is, the cr& 

cb is extracted from the image channels and then the 

image is divided into overlapping blocks of size 3 * 3 

and then the features were extracted from the image 

using the local direction pattern (LBP) for each block 

and then making a HISTOGRAM for each LDP. For 

classification SUPPORT VECTORE MACHINE) (It is 

known whether the image is real, or fake is used. The 

algorithm was able to detect forgery even when the 

image was subjected to post-forgery manipulations such 

as Jpeg and Gaussian compression.  

 In 2020, Abrahim, et al. [23] proposed a new method for 

detecting splicing in digital form, where a new 

descriptor called Adaptive threshold or ternary pattern 

was developed, which integrates local binary pattern 

(LBP) that is strong against noise, and the local triple 

pattern (LDP) that is strong against noise and other 

optical attacks. I this method, the image is converted to 

grayscale, divided into overlapping blocks of size (12 * 

12"), and each block is divided into non-overlapping 

blocks of size 3 * 3 and then is ATMTP was applied to 

each block to extract the image features and for 

classification (Artificial Neural Network). The method 

was applied to CASIA V 0.2 database. 

 In 2021, Asif Hassan & VK sharma [24] investigated the 

forgery of splicing in the digital image by defining the 

technique of linking images based on image texture 

analysis that distinguishes image regions with texture 

content by converting the image to grayscale and 

converting it to the image texture and creating a rough 

mask, and then make a division of the tissue. This 
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method achieved accuracy success rate of 79%, but 

failed to reveal the divided regions in the image. 

 

 

 4.2 Studies that depend on deep learning 

   recent studies have addressed this type due to its ability to 

learn automatically, its accuracy compared to traditional 

methods for identifying modified regions, and time and effort 

saving nature required to determine the needed characteristics 

[16]. These methods have been met with unparalleled success 

in various fields, such as image processing in forensic digital 

images and fraudulent images. The following are some 

studies based on deep learning. 

 In 2016, Raio et al.[25] proposed a method for forgery 

detection of the digital image splicing type that relies on 

deep learning to detect spurs in a digital image. This 

method uses a convolutional neural network (CNN) to 

automatically teach features from an image input. This 

method was applied using high-pass filters to obtain 

residual noise and (SVM) was used for classification. 

The pre-trained CNN extracts the dense features and 

then combines the features to get the final 

discriminative features of the input image. The method 

was applied to the casiav0.1 database and the method 

provided superior performance. 

 In 2019, Taha et al. [26] presented an algorithm based 

on deep learning to detect forgery of the digital image 

braiding type, where a convolutional neural network 

(CNN) was used to extract features automatically from 

the image and then the (Harr wavelet transform) was 

used to reduce the dimensions of features in the image. 

Where it was noted that it reduces the dimensions from 

4096 to 1024, SVM was used, which is used for linear 

classification, to find out whether the image is fake or 

real. HWT was replaced by DCT, after that, Principal 

Components Analysis is applied (where image 

normalization is done) and (Convenience matrix) is 

calculated and then (Egin value) is calculated, and in 

the last step the data is transformed into a vector of new 

features. CASIA V 0.1 & CASIA V 0.2 data and high 

fraud detection was obtained.  

 In 2019, Rajee & Ankil [27] presented a deep learning 

model that is used to detect forgery of the image-link 

type to identify images or classify them into specific 

categories. Resnet-50 is used, which is a pre-trained 

convolutional neural network that is applied to the input 

images to extract the features. The model was applied 

to a total of CASIA V 0.2 database, and three classifiers 

were used, respectively (SVM, KNN, and Naïve 

Bayes), and the accuracy for the three classifiers was 

59.91%, 69.81, and 70.26%. 

 In 2020, YUAN RAO et al. [28] made a proposal to 

detect forgery of splice-type images in a digital image by 

converting an RGB image to grayscale and using a 

feature descriptor learned by a two-branch CNN neural 

network where the convolutional layer with 30 high-pass 

filters prepares the basic features of the image and is set 

Strictly by constraining the learning strategy to retain 

filter properties. For classification, a support vector 

machine was used, which is used for binary 

classification to determine whether the image is original 

or forged. This method proved its efficiency in detecting 

even in the case of a compressed jpeg image. 

 In 2020, Almawas et al. [29] proposed a strategy for 

detecting image forgery of the digital image splicing 

type using three models of CNN which are: (vgg16, 

Google net and dense net 201), which are pre-trained 

models that are used to extract features with images. 

Three classifiers were used in succession (SVM, Navies 

Bays, and KNN). Each model contains a different 

number of layers. The purpose of using more than one 

model is to identify different representations of features. 

Image The proposed method has been applied to a set of 

Cassia v 0.1 and Cassia v 0.2 database types. The 

proposed method suffers from increasing the feature 

dimensions, which made the classification task difficult. 

The researchers expect that in the future, they will be 

able to find a way to reduce the feature dimensions. The 

method lacks accuracy, as it reached the highest limit in 

Naive Bayes classifier to 49.83. 

 In the year 2020, Meena et al. [30] presented a method 

for detecting forgery of the type of braiding by using 

deep learning to obtain the residual noise, and the 

Resnet-50 was used, which is a neural network 

consisting of 50 layers that is the backbone for detecting 

image forgery and for classifying images. Then, SVM 

was used, which is from Algorithms that perform linear 

and non-linear classification based on the kernel is a 

supervised learning model with data analysis algorithm 

for future classification.  

 In 2020, Ahmed and others [16] presented a method for 

detecting forgery of the digital image splicing type. The 

method includes converting the image to gray scale and 

then using Pretrained Alex Net Model, which is a type of 

pre-trained CNN that is used to extract the important 

features of the image and these features enter the 

canonical classifier Correlation Analysis (CCA), which 

in turn categorizes whether the digital image is fake or 
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real. The method was applied to a database from 

CASIA V 0.1. In the future it is expected that it will be 

developed to detect falsification of the digital image 

retouching type. 

 

5. Strengths and weaknesses of previous algorithms 

  In this paragraph, a summary will be given of the strengths 

and weaknesses of the algorithms that are being studied, and 

according to the type of forgery in the images applied to the 

algorithm within the database used see Tables (1) and (2). 

 

  

 

 

Table (1): shows the most important strengths and weaknesses of the database set used in traditional methods. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Data set Weakness point Strength’s point Method Research 

T
y

p
e
 o

f 
im

a
g

e 

USC-SIPI Image 

Database 

Not checked on rotation and 

scaling 

strong against noise DCT &SVC Zaho &Guo[17] 

C
o

p
y

 m
o

v
e 

 

CoMoFoD 

database 

Weak detection when applying 

rotation and scaling to large areas 

of the image 

Strong when the image is 

subjected to distortion, color 

reduction and brightness 
changes 

Segmentaion image 

& Gabour filter & 

Hog descriptor 

Lee et al.[18] 

CoMoFoD 
database 

 

Produces a false positive* in flat 
regions 

Strong and fast against 
rotation and zoom 

Adaptive 
overlapped 

segmentation 

algorithm & SURF 

Sreelakshmy 
[19] 

MICC-F600 It fails to detect the rest of the 

parts if there is more than one 

forged part 

Detect one fake part of the 

picture 

 

DCT & K MEAN Parveen& 

Ahmad[21] 

CASIA V 0.1 Some areas that are not fake have 
been detected as fake 

The method was able to 
detect if the image was 

subjected to manipulations 

such as rotation, coloring, and 
scaling 

Color Filter Array& 
DCT 

González et al. 
[20] 

Im
a
g

e 
sp

li
c
in

g
 

Canon G3, Nikon 

D70, Canon EOS 

350D Rebel XT, 
and Kodak 

DCS330. 

The method failed to detect fraud 

in some photos 

Strong in detecting fraud after 

image compression process 

such as jpeg or gaussian 
process 

 

Image Conversion 

To YCBCR 

&Segmentation 
LBP &HOG 

&SVM 

Sharma & 

Ghanekar [22] 

CASIA V 0.2 Couldn't detect other types of 
forging 

Strong against noise and 
change in lighting 

 

ATMTP descriptor 
& ANN classifier 

Abrahim[23] 

Colombia image method failed to detect some 

areas of forgery 

 

Achieved accuracy up to 79% Analyzing the 

image texture and 
creating a rough 

mask, then making 

a division of the 

image texture 

Hassan& 

Sharma[24] 
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Table (2): shows the most important strengths and weaknesses of the database set used on splicing forged images  

in the methods based on deep learning. 

 

Data set Weakness point Strength’s point Method Research 

CASIA V 0.1 You need complex calculations Accuracy reached 87%. CNN &SVM Raio & Ni [25] 

CASIA V 0.1 

CASIA V 0.2 

The location of the forgery was 

not specified 

Detected as fake photos 

 

CNN &HWT &SVM Taha et al.[26] 

CASIA V 0.2 It requires building a high-

performance system to get the 

work done 

The accuracy achieved, respectively, 

59.91%, 69.81, and 70.26%. achieved 

straight accuracy 59.91%, 69.81, 

70.26% 

(Res net -50) (SVM 

,KNN, and naïve 

bayes) 

Jaiswal & 

Srivastava [27] 

CASIA V 0.1 

CASIA V 0.2 

You need complex calculations Efficient in detecting fraud even in the 

case of compressed images 

CNN &SVM Rao & Zhao [28] 

CASIA V 0.1 

CASIA V 0.2 

The proposed method suffers 

from an overload of features 

It achieved high detection accuracy in 

the KNN. classifier 

(vgg16,googlenet and 

dense net 201) 

SVM ,navies Bayes 

,and KNN 

Almawas et al. 

[29] 

Cuisde The forgery area has not been 

specified 

Effectively detect forgin Resnet-50 SVM Meena et al.[30] 

CASIA V 0.1 

 

It is not applied to other types It achieved a high detection accuracy 

of 98.8%. 

Pretrained Alex Net 

Model 

CCA -classifier 

Ahmed et al. [16] 

 

Through the study that I presented, I advise researchers to 

use deep learning models in the event of detecting forgery 

in digital images, because of their effective role in 

increasing the accuracy of detection, due to the features that 

characterize them, including the feature extraction and 

classification stage, which have been integrated into deep 

learning models for its ability to learn Features 

automatically and its ability to distinguish patterns. Even in 

the case of a small database, we can use pre-trained network 

models and it is possible to achieve distinct results as in the 

research [16], which achieved an accuracy of 98% using the 

Alex-Net model, where it is possible to build a neural 

network from scratch or it is possible to use trained models 

In advance, it is superior to traditional methods that depend 

on extracting features manually, which must pass through 

three stages: the pre-processing stage, the feature extraction 

stage and the classification stage. 

6.Conclusion 
  There is a need to build accurate algorithms and find ways 

that combine algorithms to obtain high detection accuracy 

due to the importance of digital images and for our reliance  

on them in fact-finding. Therefore, it was required to 

conduct a survey on methods for detecting forgery in digital 

images. Several fraud detection methods were presented  

 

that can detect any form of fraud. Almost all the algorithms 

discussed above suffered from low detection accuracy. 

Some of them lack the ability to detect all types of fraud, 

while others require additional cost for the calculation 

process or time consuming. Most of the methods were able 

to detect forgery of transmission, reproduction and forgery 

of linkage to digital images. We note from this that the 

detection of the forgery process is a difficult and takes time 

to detect the changes made to the image that cannot be 

detected with the naked eye as summarized in Tables (1) 

and (2). 
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 انًهخص

اوخشسث فً اَووت األخٍسة عهى مىالع انخىاصم االجخماعً 

انصىز انمزٌفت وانمفبسكت انخً حم انخالعب بها ألغساض عدة مىها 

انخجمٍهٍت ومىها ألغساض غٍس شسعٍت. وألن هرا األمس نٍس 

انباحثٍه فً هرا انمجال بانهٍه نرا باث مه انضسوزي دخىل 

نهبحث وانخمصً عه اوىاع انصىز وانخأكد مه صحخها وكٍفٍت 

انخالعب بها. نرا فان انهدف مه هرا انبحث هى ان ٌكىن بمثابت 

مساعد نهباحث انري ٌسغب اندخىل فً هرا انمجال، فمد حم فً هرا 

   انبحث عسض دزاست اسخمصائٍت عه اوىاع انخزوٌس مع االمثهت.

اهم انطسائك انشائعت نهكشف عه انخزوٌس، وحم حسهٍظ  حم عسض

انضىء عه اندزاساث انسابمت انخً ساهمج بعمهٍت انكشف عه 

انخزوٌس بىىعٍها انكشف انخمهٍدي وانكشف انمعخمد عهى انخعهم 

انعمٍك مع إعطاء اهم وماط انمىة وانضعف نكال انىىعٍه. ووالحظ 

صعبت وحسخغسق  مه ذنك ان انكشف عه عمهٍت انخزوٌس عمهٍت

ولخا نكشف انخغٍساث انخً حم اجساها عهى انصىزة انخً ال ٌمكه 

كشفها بانعٍه انمجسدة ولد حم فً هرا انبحث حث انباحثٍه عهى 

انخىجه وحى انخعهم انعمٍك نغسض انكشف عه انخزوٌس نهمٍزاث 

                       انخً ٌخمخع بها.

سخ ،زبظ انصىزة , طسائك حزوٌس انىمم وانى انًفتاحية انكهًات

 .      انكشف انسهبً ،طسائك انكشف انىشظ، كشف انخزوٌس

 

 

     


