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Abstract— Many companies recognize the importance of cloud computing all
around the world. However, various worries keep businesses from adopting cloud
computing. Data security, privacy, and trust difficulties are among them. Recently,
there have Dbeen rapid developments in the progression of cloud computing
services. This paper focuses on the design and implementation of the secure cloud
services framework by providing secure and trusted storage for wuser data.
Proposed framework generated an encryption key based on a chaotic map
generator and encrypted user data. proposed work shows that integration of key
with defensive options is more efficient than approaches from those categories of
using external keys. A test has been applied on the frame work in cloud slime
services and show the effectiveness of the proposed solution to provide secure
cloud services. Our model of cloud services show valid ad promising performance
with multiple users trail.

Index Terms— logistic map , cloud services frame , chaoticmap.

I. INTRODUCTION

The widespread use of high-speed Internet and the widespread availability of low-cost machines are
transforming the high-performance computing paradigm. Simultaneously, businesses must examine
massive volumes of data to forecast future trends and justify their business strategies' acceptance. Without
a readily available cloud infrastructure, the subsequent extensive data analysis and massive storage
requirements are impossible. As a result, cloud computing is a new paradigm that is fast gaining traction.
It provides virtualized, scalable resources as Internet-based services [12].

Hybrid, private, and public clouds are the three types of cloud computing that exist. A public cloud is
one in which cloud providers use the internet to generate resources such as storage and applications. The
data center architectures exclusively owned by a firm are referred to as private clouds. Provisioning,
scalability, adaptability, monitoring, and automation are some of the services provided by the cloud
provider [6]. A private cloud aims to reap the benefits of cloud architecture without sacrificing control
over the data center's upkeep. On the other hand, the hybrid strategy involves businesses using the public
cloud while keeping internal control over a private, managed data center [1].

The sharing of data with a Cloud Service Provider (CSP) is viewed as adopting cloud computing by
companies and people. Both Cloud Service Users (CSUs) and CSPs lose ownership of their data when
using the cloud paradigm. Experts in cloud security have highlighted reservations about storing highly
private data in the infrastructure [13]. Loss of control, for example, refers to a situation in which a cloud
user's control over their data is eroded as data is transferred from local servers to remote cloud servers
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[19]. On the other hand, cloud computing is thought to be hacker-proof, making it a popular choice for
storing sensitive information [2], [3], [10].

An introduction of the innovative idea of building a model to provide secure cloud services by
exploiting user data and knowledge within the concept of the infrastructure of a service. In this situation,
given the work that has been described in this paper, the question now is whether or not private cloud
storage could protect user data and camouflage the threat actor.

The Cloud Service threat profile is described below. An attacker can convert these threats into exploits
and compromise the corresponding infrastructure or Cloud Services application in the right circumstances
[9], [11]. The following is how the rest of the paper is organized: The following section discusses the
current options. The third section explains the proposed solution. The forth section Depicts a secure cloud
computing environment implantation. Finally, in section 5, the conclusion and future research directions
are discussed.

Il. RELATED WORK

Cloud providers appear to be unaware of the confidentiality and security requirements for data stored
on their servers. On the other hand, the user has no control over the system security apparatus or the other
services that share the same resources. This raises a slew of security and privacy concerns [15].

In this section an initial display of the current solution that is proposed to provide secure cloud frame
work.

Chinnasamy et al. utilized modeling techniques and developed tools with the purpose of establishing
a secure cloud storage system for healthcare data. Asymmetric algorithms are used to encrypt the data,
whereas symmetric algorithms are used to encrypt the keys. The technique has drawbacks due to its
inability to manage processes and distribute users' encrypted and decrypted keys.

The model incorporates the keys of user of each transaction and generates these keys to provide
secure cloud storage. For those reasons, a proposed to work on the keys generation as a final means of
representing the secure cloud provider [4].

M. Abibulla et al. demonstrated that ordinary four sorts of keys used: SymmetricKey,
AsymmetricKey, PublicKey, PrivateKey & PreShared Key. The Advanced Encryption Standard (AES)
algorithm can in turn lead to a minimal probability of cracking the same. This paper also showed how to
exploit cryptography as a programmed mathematical tool that plays a pivotal role in network security. In
this regard, the identification of transaction of each user request and develop the method of visual to
encrypt and decrypt the image [5].

Interestingly, the methodology was an integrate over the AES algorithm, mentioned above as the
solution is capable of providing secure cloud services upon postulate the encryption characteristics but
not just confined to user data with visual method.

The research article by Kukatlapalli, Cherukuri R.C., and colleagues developed a methodology for
ensuring secrecy for protected data using access control methods. Access specifiers assist us in
determining the scope of permissions granted to users for properly using data records. There are certain
disadvantages to this method in that the findings are complex owing to the complexity of the access
control mechanism [6].

Other similar studies by Shehzad A. C., Taeshik S., and others established that even the Cyber-
Physical System (CPS) is "a NetworkedSystem comprised of cyber (communication and computing) and
physical components (actuators and sensors)." Computing and communication capabilities are being more
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incorporated into physical creatures and things. A trusted authority may utilize the secure authentication
technique to create a key agreement between the user and the cloud server. One drawback is that end-to-
end frameworks are tailored for each task, and each feature adds significant overhead to the
"CloudNetwork" [7].

I11. APPROACHES AND METHODS

Cryptography in Logistic Map theory: Cryptography with many algorithms and with deterministic
chaos has been developed. Thus, the main advantage that the chaos provides is the ability to produce
multialgorithm solutions, owing to the potential development of the unlimited numbers of an algorithm
[16]. The approach of the multialgorithm results from the use of dissimilar algorithms for the encryption
processes of the different blocks of the data, which also participate considerably in solving the problem of
a short-cycle length, which is related to chaotic iterations [14], [9], [20].

A logistic map is a one-dimensional map that may be used to describe ""nonlinear discrete
systems in a simple manner." The logistic map may be explained using *'the recursive function,' as
shown below:

Xn#1=L{r — Xn)Xn = (1 — Xn) 1)

r represents the parameter and X, [0, 1]. Looking at the logistics map, L: [0 < 1] — [0 « 1], based on Eq.
(1), the parameter r is located in the interval (0, 4] [17].

The Lyapunov exponent that can be presented by Eq. (2):

LE=> T In|f'(xi) | )
Accordingly, it is now possible to confirm the dynamic behavior of the various values of parameter r that
are mentioned above [17].

a. Logistic Maps with Multiple Parameters: Recently, many techniques that are related to information
encryption have used chaotic maps with 1 dimension due to it being highly efficient and simple. However, it
contains various shortcomings, including small key spaces and poor security. Therefore, logistics maps with
one or many parameters have been employed to overcome those shortcomings. The map provided here is
based on the parameter r, which was set to 4 from 3.57, and "the chaotic behavior" is depicted in the map, as

seen in Fig. 1 and Fig. 2 [18].

X—
A—p> Xei=a " (1) X1 X2 Xs X4 oevveeee

FIG. 1. LOGISTIC MAP WITH 1 PARAMETER [17]

Here,a=(0.4]and 0 < Xn < 1.

Following extraction of the "values from the model," as can be seen in the formula in Fig. 5, "where 0 <

X <1, all of these values will be transferred, which are then extracted, to a binary system," as follows:
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if Xn+1< 0.5 0, if Xu+1> 0.5 1
b. Two-parameter logistic map

Fig. 2 represents a logistic map with 2 parameters.

Y >
a — 3| Ynu=a*Yh(1-Yy)

a Ai»_

——> Y1Y2Y3 Y4.......

FIG. 2. LOGISTIC MAP WITH 2 PARAMETERS [17]

Here, a = (0.4], = 0.5, and 0 < Y, < (0.5)
As with the first formula, an extraction procedure will be used to the values from the second formula,
transferring them all to a "binary system": if Yn1<05 ,if Yntl 205 1

IV. BUILD SECURE CLOUD SERVICES FRAMEWORK

Now a description of the way dynamic display is generated for the framework. The purpose of this
article is to provide a framework for the provision of safe cloud services. The proposed solution
manipulates each user request and secures user data by encrypting it using a logistic map. This prevents
the case from being characterized as unclear that the user's account is likely to be hacked and the
computer is controlled by a risky player. A secure user request is characterized in this work by its use of
secure virtual resources.

"Security for virtual work" in cloud computing must be on-demand and simple to use. The transmission
of data and its storage are two distinct processes. It may create a complete working platform by renting
both virtual clod slim and the data security service. This may be accomplished via the following factors:

Propose a generic security architecture for virtual work on cloud computing. Create a transparent
encryption system that is built on a hybrid of authentication and relay clouds.

Cloud Service
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User Side
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I ' keys
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F1G. 3. FRAMEWORK OF SECURE CLOUD SERVICES
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The initial layer of this architecture, shown in Fig. 3, is transparent encryption, which encrypts all data on
virtual machines, whether they are in storage clouds, clients, or during transmission.

The second tier consists of a storage cloud that stores online data for clients, a cloudslim tunnel that
connects clients to the storage cloud, and clients that act as an interface between the cloud platform and
its customers. Additionally, it may be a thick client that stores a portion of the user's data and installs
service software to provide the service. The client may be a thin client, which serves as a single point of
contact between cloud computing and its users.

User request: User requests could come in a variety of forms and shapes. People, businesses
(organizations), Non-Governmental Organizations (NGOs), governments, and third-party security
evaluators are among the clients. The Protection Administration Interface is how Cloud Clients engage
with the cloud environment (PMI).

Secure cloud service as Infrastructure: "Cloud Storage™ implies it is a virtual space used to store large
amounts of data. However, users are concerned that do not have a control over their data; this control is
taken over by cloud providers, prompting users to question their data security in the cloud . One of the
most severe security issues is protecting data in the cloud. Only authorized personnel can access the data,
while "data integrity” refers to data that has not been altered. The process of validating a user's
authorization is known as authentication. The availability of data when it is requested is referred to as data
availability.

Virtual Database: A virtual database gives a one-to-many based on a hash map database that is built
around several vendor endpoints that represent the same class of data. It is considered as a way to handle
every user request. Depending on the users, the data produced from the user upload will be kept in a
sequence of vectors. Each vector will eventually contain data and display a well-organized object
structure for rapid and efficient manipulation. A creation of data structure code is to read and append data
from the user data to a vector. Following the collection of a large settings site, user data is loaded into a
high voltage vector for each data storage parameter. Each vector generates a unique structure for the
user's data inside an index in a hash table within the segment object. The proposed framework performed
two steps that resulted in the creation of a hash table using the method described below:

* The hash table of an object can have numerous segments.

* The object can be recognized, and the cluster of data that will be deposited in each section is already
known. At this point, a clear vision for the user request and portion of the user task has a central cluster
[8].

Another essential aspect is that the procedure outlined above will allow us to acquire the user's data,
in this example, the data uploaded by the user. As a result, caught the picture and text user data and the
storage is needed for the task step within the user request, which can be used to store data for the model.
To clarify, after a user completes a task, the following step is to create a process in the cloud resources.
Then, for the processes saves the system resources. Another stage is to create a process in the operating
system on the user's machine and preserve system resources because the methods are stored as the user
performs a function. As previously stated, completing the operation only takes the form of a vector. For
this reason, our framework can be used to predict user behavior based on the user task. Above all is
recognition for the user's request within a task on a specific day and time.

Built-In Key Management: Encryption is another critical aspect of the database. Encryption requires the
use of two keys, one of which is referred to as the master key, and the other as the data encryption keys.
This encryption method safeguards the data's privacy. The author elaborates on the security measures in
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this article by allowing the control to be placed closer to the data and by offering the options for
tightening the security of current applications.

Premium cloud storage Services: Premium refers to secure services that our framework offers. Data
loss causes issues with data integrity and confidentiality. According to a study conducted by International
Data Corporation (IDC), most Cloud Info Services CIOs are concerned about losing control as a
significant security issue connected with cloud computing . When the hosting CSP management controls
user data, it becomes more vulnerable to damage, especially during provider transitions. When data is
hosted on a remote cloud service, it is likely to lose its anonymity. Encryption methods are useful in
preventing data loss in cloud architectures.

The asymmetric and symmetric encrypting methods are among the finest. The only fundamental
issue with this system is the critical giver, although homophobic encryption has recently overcome some
issues. Cloud users can entrust the keys or arbitrary encryption schemes to the cloud provider and control
the keys themselves. Without a doubt, encryption techniques have become a necessary component of
protecting data confidentiality
Transparent Encryption Model: Transparent encryption is accomplished using the e technology. It is
composed of two layers: an application layer and a kernel layer. Application Control Module: This
module is in charge of data interchange with the rest of the application layer components. It conducts
activities such as retrieving authentication results from the identity management module, retrieving and
updating keys from the key management module, and constructing security plans for the security strategy
module based on client requirements.

Chaotic maps' properties have attracted the attention of cryptographers working on new encryption
methods. These chaotic maps may be likened to a variety of cryptographic characteristics of ideal ciphers,
including confusion, diffusion, balance, and avalanche property, since it exhibit many important traits
such as unpredictability, mixing, and sensitivity to starting condition/system parameters. To meet the
requirement of secure picture sharing, this study uses a novel image encryption method based on chaotic
logistic maps.

Key Generator: Two logistic maps can be used to simulate nonlinear discrete systems that are basic. As
demonstrated below, it is feasible to explain the logistic map using the recursive function:

Due to their high efficiency and simplicity, chaotic maps with one dimension have been used in numerous
approaches connected to information encryption in recent years. However, it has a number of flaws,
including narrow key areas and inadequate security. Deficient systems have been addressed by the use of
logistic maps with one or more parameters. Using the r-value, which is equal to 4, the map revealed the
chaotic behavior, as seen in Fig. 4. Here, formulae 1 and 2 must be combined to create a hybrid logistic
function. After that, the X and Y values were added to this hybrid function, and these values were retrieved
from the hybrid formula, were then converted to a binary system, as is shown in Fig. 4. By making
comparison to the results from both formulas 1 and 2, as well as from the hybrid, it can be seen that the
results indicated that the most valuable formula was the hybrid, which contained a number of random keys
.in addition that a logistic map function is non periodic and the length of key is over limited which means the

time interval is couldn’t not be manipulated
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FIG. 4. LOGISTIC MAP KEY GENERATOR

Image Encryption: To accomplish the goal of image encryption, the proposed method makes use of “two
chaotic logistic maps," as shown in Fig. 2. The proposed approach makes use of "two chaotic logistic
maps," as follows:

Throughout the process, that maintains a constant "system parameter for both logistic maps (4.000),"
which corresponds to a very chaotic situation. On the other hand, both maps' "starting conditions (X0 and
Y0)" are created via exact mathematical manipulations of session keys, as shown in the algorithm below:
Algorithm for Encrypted Image;

Input: plain Image

Output: encrypted Image

Stepl: assume the plain Image 256*256 “which is a body of image ‘without header”
Step2: generate a key from chaotic map generator

Step 3: let J is a vector of plain Image staring with J(0)

Step 4: compute J as J (k) = J(k-1) XOR J(k) =1,2...... 256%256 -1

Step 5: End

Text file Encryption: Cryptographic solutions are thought to be among the most effective in solving data
loss. It is a secure technique for transferring and storing data in a format that can only be processed and
read by the intended recipients. The hash function, which is based on local memory, can address issues
relating to data integrity. The recalculation of the data received is compared to data stored locally to help
the server authenticate answers.

Proof of retrievability (POR) is a system that allows a (prover) or backup service or an archive to
provide clear evidence of a CSU's (verifier) ability to retrieve a target file [6]. It is designed, in particular,
to ensure that data files are kept and consistently delivered by the archives in sufficient quantities for the
CSU to retrieve them entirely. Essentially, a POR is a Proof of Knowledge (POK) cryptographic model
designed to work with a "bitstring," another term for a huge file. The POR, unlike the POK, does not
require the CSU to be familiar with the target file. Thus, existing cryptographic techniques play a critical
role in assisting CSUs in retrieving files with good integrity and privacy. Furthermore, the encryption
technology allows the CSUs to ensure that files are neither modified nor deleted by the archives before it
retrieved by using an advanced AES 256 hash.
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V. TESTING AND VALIDATION

For the implementation of the approach, "User Interface (UI)": Allows a user on the Cloud Service
User's premises to request and receive services for which he or she is permitted. "Application (App)":
Responsibilities include processing user requests at the Cloud Service User's and, if required, the Cloud
Service Provider's facilities. The approach was evaluated under five ITU-T guidelines parameters:
secrecy, data integrity, responsibility clarity, secure transmission, and protection consistency.

Confidentiality: The main difficulty in existing systems is protecting the User's data from malevolent
cloud service providers. When data from the CSU is transferred to the CSP for processing, security
becomes an issue. As the user has no control over the data that has already been transferred, it becomes
vulnerable to attackers on the provider's premises.

The suggested approach includes mechanisms for safeguarding the user's data's confidentiality. "The Ul
(User Interface) component of the CSU environment will be a subset of it." All processing requests will
be made through the Ul, and no processing will occur on the provider's premises.

As illustrated in Fig. 5 which indicate the main interface of slim clod tool that used to
implementation phase, the test of the framework using a scenario in which a user attempts to upload data
via cloud thin simulator services.

o Ffull

premium

FIG. 5. SIMULATOR OF SECURE CLOUD SERVICE

As the user logins to the services, the proposed framework provides two kinds of services, which are free
normal services and premium secure services, which are shown in Fig. 5. Fig. 6 shows the premium
services with two encryption methods.

Secure text data: since the user uploads the text file, the frame work provides the encryption solution to
protect the user's data from any attack, including passive and active. Fig. 6 shows the encrypted and
decrypted data as a text file which users upload to cloud services
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FI1G. 6. TEXT FILE ENCRYPTION AND DECRYPTION

Secure Image: In Fig. 7 shows a user uploading an image. It shows conventional, encrypted, and
decrypted images. The encrypted image is indistinct, and the pure image information is unidentified by
the software. Thus, there are problems with restoring the image, it is hidden, and it is impossible to detect
its information. When the right key is used, the encrypted image may be decoded efficiently.

original 0.1 image encryption_

FI1G. 7. ENCRYPTION IMAGE AND DECRYPTION

Random key generator: A random key was generated using Python code, as shown in Fig. 8. A full
explanation of the methods involved in creating a random key was also included in the paper. It was
necessary to determine the key generation strategy by analyzing how sensitive the key was to alterations
of any type that would result in the production of new encryption. One bit in the key can be changed,
resulting in the keys being completely dissimilar. The National Institute of Technology and Standards
provided a statistical research kit that was used to test the proposed methodology (NITS).

The P-values were determined for each test of randomness in the NITS. The NITS has 15 tests to
verify the randomness of the series and P-values were identified for each test.
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FI1G. 8. KEY GENERATION THROUGH LOGISTIC MAP

These experiments can be used to measure binary sequence randomness, including cryptographic
generators for cipher text or pseudorandom numbers. A P-value is calculated in both of these experiments
and can be used to find out whether or not the test has been completed. If the (p-value) is higher than
certain confidentiality (a) threshold for any measure, it is (passes). If (P-value a) it appears to be the string
is random, the string appears not random otherwise. For the tests, a significance level (o) can be chosen.
Usually, (o) is chosen in the range [0.001 — 0.01]. When the value of (a)= (0.01), it means that one string
in (1000) strings will be rejected by the test. A (P- value> 0.001), would mean that the string would be
considered to be random with a confidence of (99.9%). A (P-value<0.001), would mean that the string is
non-random with a confidence of 99.9%.

Cloud services performance: testing the model in clod slim with multiple data users uploading. Fig. 9
displays the numbers of users that did a successful trial of storing data in the framework with reliable and
secure data storage.

user consumption

FIG. 9. USER TRAIL IN OUR PROPOSED SYSTEM

VI. CONCLUSION

In cloud environments, the security of cloud consumers' data is lacking. Therefore, security
considerations in cloud environments were the subject of this research. Using encryption techniques can
make the cloud more secure and reliable. Furthermore, the generation of the encryption keys in the
proposed cloud framework is to deliver secure cloud services instead of external keys. Since the
proposed framework can generate and manage the unique keys for encryption — decryption and pass all
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statistical tests that approved for validate keys our approach does not need to be updated for this strategy
to be used, making it quick to implement and easy for the users. The tested results show valued
performance of our solution with secure and effective storage cloud services.
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