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HIGHLIGHTS

ABSTRACT

o Sensitive data has to be protected from the
public.

o A strong encryption algorithm is required for
protecting images.

e Computing speed is growing, making
algorithms vulnerable to attacks.

e An enhanced AES-CBC algorithm is

The Advanced Encryption Standard (AES) has become an attractive encryption
method for high security and fast implementation. The encryption algorithm is
approved as a standard for widely-used communication and data processing units.
However, the advance in technology and the introduction of quantum computers
made the encryption scheme vulnerable to attack. Different attack procedures are
continuously developed to attack end decrypted important and sensitive data. This
paper evaluated an enhanced Advanced Encryption System operating in Cipher

evaluated for the encryption proposed.
e The algorithm satisfied the required
standards and passed all tests.

Block Chaining mode, suggesting a promising solution for resisting future attacks.
The approach depends on a time-dependent initialization vector that produces the
initialization vector block depending on the epoch time without sharing any
encryption key. The evaluation process includes correlation analysis, global and
local Shannon entropy analysis, chi-square analysis, histogram analysis, and
differential analysis. The results showed that the enhanced encryption scheme is
reliable and can resist most cyber-attacks without exposing any encrypted data to
the public. The results were compared with previously published and tested
algorithms and found to satisfy and exceed the minimum requirement. So, the
encryption method can be implemented safely in future communication channels
or used in the file encryption process.
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1. Introduction

The privacy of private information has become a major concern recently. Multimedia content such as videos, audio, and
images is some of the major content in social media and contains personal information that must be protected from blackmailing
or unauthorized use. Moreover, the growing technology made images one of the most important contests that carry valuable
information in several majors such as commercial, political, military, and medicine. These contents usually are transferred
through encrypted channels, or the media itself is encrypted before sending. However, advances in technology and computing
speed exposed these contents to hacking by finding the encryption key using different techniques. This paper addresses a major
problem and suggests an encryption scheme that does not require sharing any encryption key.

Moreover, the suggested technique can be used in addressing or limiting the time for decrypting certain information. The
rest of this paper is organized as follows: Section 2 cites previous work related to this subject. In Section 3, the AES encryption
with the proposed enhancement is explained. Section 4 represents the simulation results and the techniques used to analyze the
encryption algorithm. Finally, section 5 gives a comprehensive summary of this paper.

Several encryption algorithms have been developed during the last century, such as DES, Triple DES, AES, IDEA, etc.
However, some of these algorithms are not secure for image encryption [1-3]. Recently, various enhancements have been
proposed for image encryption algorithms. For example, the Advanced Encryption Algorithm depends on a static substitution
box for introducing nonlinearity into the encryption process. This static substitution box can be replaced by a dynamic box that
changes its contents according to certain parameters such as RC4 [4]. An S-box is generated depending on the RC4 stream cipher.
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The resulting S-box is dynamic and depends on the encryption key, increasing the linear and differential cryptanalysis by adding
more complexity to the encryption process. This enhancement helps to protect encrypted images from decryption by constantly
changing the s-box. On the other hand, the image itself may contain information that helps protect it from decryption, such as
chaotic encryption for RGB-colored images [5]. This method encrypts each color depending on the other colors' horizontal,
vertical, and diagonal correlation. The algorithm decreases the correlation between the three color components and makes the
encrypted image more immune to attacks. Another research suggests that the safety and security of the AES algorithm are
increased by generating a random key and permutation keys in the AES rounds [6]. This process replaces the regular key
expansion process of the AES encryption. The randomness of the key generation process is preserved by the round permutation.
Also, high confusion and diffusion are introduced into the AES algorithm by implementing a key-dependent S-box without
altering the block size keys [7]. The drawback of this type is that it consumes more logic elements and costs more time during
execution.

In another work, the implementation of a dynamic S-box is inspired by the bee colony algorithm for increasing the resistance
against attacks [8]. The bee colony algorithm is an artificially intelligent algorithm containing a random variable passed to the
permutation box during each run resulting in a different S-box. The cipher feedback mode can also be modified to improve the
efficiency, speed, and performance of the encryption [9]. In this enhancement, the cipher feedback mode is modified to produce
a different key block after each key generating step during the substitute byte and shift rows process. Modifying the substitution
box has an important influence on the encryption process because of the nonlinearity effect. Dynamic irreducible polynomial
and affine constants also implement dynamic key-dependent substitution boxes [10]. The applied methodology produces 256
different s-boxes by changing only one bit in the encryption key. The resulted algorithm was analyzed and produced desired
encryption strength results. On the other hand, other suggested enhanced s-box algorithms do not depend on a key or external
parameter [11]. The initial s-box can be considered a starting point, and the succeeding s-boxes all depend on the initial s-box,
such as the APA s-box, S8 AES s-box[12], and Gray s-box[13].

Other enhancements can be made to increase the efficiency of the encryption process, such as increasing the processing
speed by reducing the encryption. Furthermore, different hardware platforms can accelerate the encryption process by using
GPUs as an alternative to CPUs, such as in [14]. Furthermore, the programming language also influences the speed of the
encryption process, such as using OpenCL [15] or CUDA [16]. Finally, time-dependent modifications are used to introduce a
new changing parameter to the encryption process, which will be analyzed in this paper [17]. The main contribution of this work
is to evaluate the encryption algorithm that depends on the time-dependent Initialization Vector by calculating image encryption
parameters. Moreover, the algorithm is tested for passing the National Institute of Standard and Technology (NIST) statistical
randomness test [18-20].

2. Advanced Encryption Standard

Advanced Encryption Standard encryption algorithm was created in 1997 by V. Rijman and J. Daemen. It is a 128-bit length
block cipher algorithm. The encryption process consists of four basic processes that are repeated through several rounds
depending on the length of the encryption key: 10 rounds for 128 bit, 12 rounds for 192 bit, and 14 rounds for 256-bit keys. First,
the number of rounds is derived from the cipher key length. Then, the state arrays are initialized from the plaintext data to start
the rounds operation process. In the beginning, the AddRoundKey step is applied. Next, a simple XOR operation is performed
between the encryption key and the data block in this process. Then, four operations are executed repeatedly between the initial
and final rounds. These operations are applied to the data block or state to add confusion and introduce nonlinearity to the
encryption process. The first process starts with a subByte. In this step, each byte is replaced with another byte depending on a
substitution box that introduces the highest nonlinearity among all other steps. Then, the ShiftRows operation is applied, which
performs circular shifting across each row in the state matrix. After that, the MixColumns process performs mixing between the
columns to add more confusion to the state block. Finally, the AddRound key is applied between the encryption key and the state
block. The final round is completed with only three processes instead of four by excluding the MixColumns process. The output
of the rounds is an encrypted state array called ciphertext that can be transmitted safely. Figure 1 shows the complete 128-bit
AES encryption process [21].

3. Methodology

An enhanced encryption algorithm is used to encrypt images and evaluate the results. The encryption algorithm depends on
epoch time as a nonce number for the initialization vector [22]. The enhanced encryption algorithm is never tested for image
encryption purposes. The time-dependent algorithm depends on the epoch time transmitted globally by GPS satellite systems
[23]. The epoch or Unix time is a non-repetitive 32-bit number transmitted and synchronized across the globe and reflects the
elapsed time in seconds since the Unix epoch, which is January 1%, 1970. These bits are used as a source for the Initialization
Vector. The selection of the bits results in different encryption combinations resulting in a completely different ciphertext. The
selected bits and the change of each bit is only known to the sender and receiver. The update of the bit combination can be done
on hourly, daily, weekly, or yearly bases. This property can also be sued as a time limit. In other words, the encrypted information
cannot be decrypted after a certain time. This work investigates and evaluates the strength of the encryption algorithm for image
encryption purposes. Various images are used as data sources such as Lena, Cameraman, Mandrill, Truck, Living-room, Pirate,
Barbara, Woman, and Peppers. The results of each encryption process are evaluated using numerous evaluation techniques such
as histogram analysis, correlation analysis between two adjacent pixels, chi-square analysis, global entropy analysis, local
entropy analysis, key sensitivity analysis, and differential attack analysis. As shown in Figure 2, a time-dependent initialization
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vector is used for initiating the Advanced Encryption Standard - Cipher Block Chaining mode (AES-CBC). This process ensures
different results after each encryption operation without changing the encryption key.

4. Encryption Results and Analysis

4.1 Histogram analysis

An image's histogram represents the distribution of color or grayscale tone among digital pixels. In any image, the histogram
shows that some pixels have a higher number of tones than others, reflecting digital information about the image. However, the
encryption process distributes the tones evenly between the pixels as possible. So, the original image is completely replaced by
an encrypted image with evenly distributed tones among pixels [24]. The histogram test results are illustrated in Figure 3. The
next column shows the original image histogram, and the fourth column of the same figure shows the histogram of each encrypted
image. It can be seen that all encrypted images have well-distributed tones indicating their resistance to statistical attacks.

Plain Text

Add Round Key

[ e——

i Substitute
: Bytes

Encryption
i Rounds

Add Round Key

Substitute
Bytes

Cipher Text

Figure 1: The AES encryption process

Initialization | n
Input Image | Encryption key
Vector |
: Encryption Algorithm j

(AES)

4

Cipher Image

Figure 2: The Initialization Vector for AES-CBC

4.2 Chi-square analysis
The Chi-square analysis estimates the distribution of the encrypted pixel values using Eq. (1):

— vk (oize)?

Xt,gest — 4i=1 e; (1)

Where k is the maximum intensity (256 for gray pixels), o; is the repetition occurrence of each gray value taken from the
image, and e; is the estimated repetition occurrence of each pixel value [25]. The results of the encryption test are shown in Table
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1. These results illustrate that the encrypted images have uniform distribution because the calculated chi-square values are less
than the theoretical value of 293.24783 [26].
4.3 Correlation analysis of two adjacent pixels

This analysis calculates the correlation between adjacent pixels by selecting random pairs from the original and encrypted
images in vertical, horizontal, and diagonal directions. Then, the correlation factor is calculated by Eq. (2) - Eq. (5) [27]:

Ty = %(s?y) (2)
Where:

cov(x,y) = T (x; — EG) (5 — E®)) 3)

e = [AEX 40 - BGO)? @
And

E() =¥, x; (5)

The correlation distribution for adjacent pixels from the Lena color image and the encrypted image is shown in Figure 4.

There is no correlation among adjacent pixels for each color in the encrypted image, as shown in Figure 4. Moreover, the
correlation coefficients for the rest of the images show that the encryption approach is resistive to statistical attack, as listed in
Table 2.

4.4 Information entropy analysis
Information entropy is one of the important encryption evaluation parameters. It evaluates the encrypted image by estimating
the randomness between the image pixels according to Eq. (6) [31]:

1
f(si)

k_
W(s) =Eo " f(slogs (6)
Where k is the depth of the bit of the image and f(si) is the probability of distribution of the bit depths across the image
pixels. According to the results obtained from the encrypted images, the information entropy is high and near the ideal theoretical
value of 8. So, the encryption method satisfies the entropy requirement, as shown in Table 3.
The local information Shannon entropy is also calculated using Eq. (7) [33]:

W W(Ci)
Wi (€) = Th, X2 ™)

This evaluation method takes a number (k) of non-overlapping blocks with the number of pixels Tb from the ciphered
image. Then, the mean Shannon entropy is evaluated before summing them up together. This method has several advantages in
overcoming the weakness of global Shannon entropy calculations. For example, table 4 shows that all the images passed the
local Shannon entropy test for local information significance level o = 0.05 [28]. The test parameters taken from [34] were 30
and 1936 fork and Tb, respectively.

Table 1: Chi-square test results

Image Plain image Proposed Result
Lena 293.24783 260.36719 Passed
Mandril 293.24783 288.96680 Passed
Cameraman 293.24783 202.28711 Passed
Living-room 293.24783 258.75195 Passed
Pirate 293.24783 251.61914 Passed
Woman 293.24783 240.07617 Passed
Truck 293.24783 262.22266 Passed
Peppers 293.24783 234.23242 Passed
Barbara 293.24783 268.04102 Passed
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Table 2: Correlation between adjacent pixels

Encrypted Image

Image Direction Original
Image Proposed Ref. [26] Ref. [28] Ref. [29] Ref. [30]
H 0.9688 -0.0010 0.0106 0.0210 -0.0070 -0.0070
Lena v 0.9832 -0.0030 -0.0012 0.0038 -0.0054 0.0151
D 0.9721 0.0025 0.0009 -0.0042 0.0055 0.0003
H 0.8665 -0.0016 0.0230 0.0042 0.0112 0.0064
Mandril A\ 0.7587 0.0010 0.0054 -0.0152 0.0006 -0.0138
D 0.7262 -0.0015 -0.0168 -0.0051 -0.0019 0.0087
H 0.9771 0.0143 0.0113 0.0157 -0.0003 0.0033
Cameraman \% 0.9901 0.0008 0.0169 -0.0139 0.0037 0.0027
D 0.9815 -0.0030 0.0034 0.0064 -0.0048 0.0122
H 0.9606 0.0009 0.0100 -0.0043 0.0007 0.0350
Living room \% 0.8926 -0.0007 0.0114 0.0157 -0.0079 0.0359
D 0.9586 0.0010 -0.0025 -0.0038 0.0003 0.0047
H 0.9591 0.0049 -0.0251 0.0144 0.0048 0.0315
Pirate \% 0.9727 -0.0321 -0.0108 0.0157 0.0033 0.0114
D 0.9630 0.0141 -0.0326 0.0054 0.0156 0.0174
H 0.9487 0.0236 0.0172 0.0056 -0.0085 0.0245
Woman v 0.9662 -0.0120 0.0017 0.0080 0.0087 0.0070
D 0.9402 -0.0173 0.0013 0.0036 0.0106 0.0118
H 0.9619 -0.0018 -0.0060 0.0083 -0.0046 0.1004
Truck \Y% 0.9311 0.0235 -0.0089 0.0043 -0.0088 0.0651
D 0.9607 -0.0098 -0.0146 0.0049 0.0030 0.0452
H 0.9831 -0.0354 -0.0024 0.0070 -0.0006 -0.0070
Peppers \% 0.9850 0.0109 0.0142 0.0137 0.0114 0.0151
D 0.9774 -0.0080 -0.0050 0.0039 0.0179 0.0003
H 0.8743 0.0186 0.0040 0.0058 0.0076 0.0033
Barbara \% 0.9548 -0.0531 0.0024 0.0004 0.0105 0.0027
D 0.8429 -0.0140 0.0006 0.0027 0.0050 0.0122

4.5 Differential attack

To calculate the ability of the algorithm to resist differential attack, the NPCR and UACI are estimated from Eq. (8) - Eq.
(10) [34]:

NPCR = Lﬁf(”) x 100% (8)
.. 0, C1(i'j) = Cz(irj)
i,j) = g g 9
G@.J) {1' C,(,7) # G310, )) ©
! €L (L) =C2 (i)
vAct = ——(gm, yn_, 1G22l 1009 (10)

Where P1 is the original image and C1 is the encrypted image. P2 is the original image with the one-bit difference from P1,
and C2 is the one-bit different encrypted image. By examining Table 5, the NPCR for a 512 x 512 grayscale image is nearly the
ideal value of 99.6094%. Additionally, the UACI is also very close to the theoretical value of 33.4635% [35]. This shows that
the scheme is resistive to differential attacks.

4.6 The nist statistical test

The NIST Statistical Test Suit is a standard evaluation tool developed for estimating the randomness of the generated
sequence [18,19]. The tool consists of 15 tests that check the p-value significance at each run. If the result of the p-value passes
the 0.01 level, the sequence passes the randomness test. The test suit is used to test the randomness of different algorithms [36-
37]. Several NIST test runs have been applied for different images at different times. All results showed that the change in time
does not affect the randomness of the generated sequence. Table 6 shows the results of the first 1000000 bits stream of the
encrypted Lena image.
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Figure 3: The histogram of original and enrypted images
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Figure 4: The correlation between adjacent pixels for original and encrypted Lena image

Table 3: Global entropy test results

250

Image Original Image Proposed Ref. [26] Ref. [32] Ref. [28] Ref. [29] Ref. [30]
Lena 7.4451 7.9993 7.9972 7.9969 7.9973 7.9967 7.8963
Mandril 7.3583 7.9992 7.9967 7.9966 7.9975 7.9972 7.9007
Cameraman 7.0480 7.9994 7.9972 7.9970 7.9972 7.9973 7.8979
Living-room 7.2010 7.9993 7.9971 7.9973 7.9975 7.9975 7.8973
Pirate 7.2367 7.9993 7.9974 7.9974 7.9970 7.9973 7.8973
‘Woman 6.9542 7.9993 7.9976 7.9973 7.9968 7.9968 7.8977
Truck 6.0274 7.9993 7.9975 7.9969 7.9970 7.9969 7.8944
Peppers 7.5937 7.9994 7.9971 7.9972 7.9972 7.9976 7.8992
Barbara 7.4664 7.9993 7.9969 7.9970 7.9973 7.9973 7.9003
Table 4: Local Shannon entropy test results
7 Local Shannon Entropy of the encrypted image Test results
Lena 7.9032 Pass
Mandril 7.9005 Pass
Cameraman 7.9022 Pass
Living-room 7.9031 Pass
Pirate 7.9022 Pass
Woman 7.9028 Pass
Truck 7.9026 Pass
Peppers 7.9021 Pass
Barbara 7.9027 Pass
Table 5: The NPCR and UACI results
NPCR UACI
Image
Proposed Ref. [26] Ref. [28] Ref. [29] Ref. [22] Ref. [26] Ref. [28] Ref. [29]
Lena 99.6258 99.6216 99.6246 99.6262 33.4440 33.4994 33.4877 33.4010
Mandril 99.6048 99.6368 99.6246 99.6094 33.3768 33.4702 33.5104 33.4461
Cameraman 99.6311 99.6353 99.5926 99.6185 33.4139 33.4810 33.4269 33.4231
Living-room 99.5888 99.6414 99.6063 99.6475 33.3672 33.4871 33.5146 33.4581
Pirate 99.6349 99.5773 99.6643 99.6170 33.4246 33.5008 33.4994 33.4387
Woman 99.6006 99.6246 99.6155 99.6140 33.3128 33.5307 33.4664 33.4808
Truck 99.6281 99.6246 99.5926 99.6246 33.4383 33.4672 33.4964 33.5324
Peppers 99.5983 99.5865 99.6307 99.5834 334211 33.4815 33.5047 33.4827
Barbara 99.6048 99.6078 99.6170 99.6231 33.3386 33.4894 33.4771 33.4643
Table 6: NIST Randomness Tests of the proposed algorithm
Test P-value Results
Frequency 0.891821 Pass
Block frequency 0.549445 Pass
Cumulative sums 0.787595 Pass
Runs 0.562022 Pass
Long runs of ones 0.281720 Pass
Rank 0.972436 Pass
Discrete Fourier transform 0.963403 Pass
Non-overlapping template matching 0.774769 Pass
Overlapping template matching 0.240871 Pass
Maurer’s universal statistical 0.846932 Pass
Approximate entropy 0.823434 Pass
Random excursions 0.645428 Pass
Random excursions variant 0.581289 Pass
Linear complexity 0.841542 Pass
Serial 0.313112 Pass
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4.7 Speed Performance Test

Since the modification has been done before executing the AES-CBC algorithm, the speed performance and analysis stay
constant depending on the hardware platform. A complete speed evaluation has been done with throughput calculation [36—38].

5. Conclusion

This paper explains and evaluates a time-dependent Advanced Encryption Standard in Cipher Block Chaining mode. The
enhanced algorithm depends on the epoch time as an initialization vector. This initialization vector can be assigned bites from
the time-dependent Unix time. Several standard images are used for the analysis processes, tested before and after encryption at
different times. The ciphered images are analyzed using correlation analysis, global and local Shannon entropy analysis, chi-
square analysis, differential analysis, and histogram analysis. The results showed that the encryption method satisfies the standard
requirements and can stand against attacks.

Moreover, the NIST test results showed that the algorithm passes all randomness tests. Therefore, further investigations can
be done to quantify the algorithm for the encryption of streaming data for future work. Additionally, the approach can be
implemented on a hardware platform, such as FPGA and tested for real-time operation.
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