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ABSTRACT

The present study included an application of new method of steganography
using DNA sequence as a medium for hiding. This method is considered as a secret
cover for the secret message (text, image), avoid attention of unauthorized person in
addition to be inextricable since it needs high effort, long time and well background in
biology.

A Sequence of DNA has been synthesized chemically depending on the text
secret message via using tables of symbols formed from English letter, numbers and
special characters. Each symbol has been represented on codon and the symbols were
arranged in the table in descending order depending on English letter frequency and
codon frequency (Genes).

The DNA sequence has been synthesized by Korean Bioneer Company (sender),
then the sequence has been read in university of fatih (the receiver) by DNA Sequence
3310, the results revealed high similarity between sequence of the sender and receiver.
And proved that the method is protected very well against analysis and stegoanalysis.

Keywords- Steganography, DNA Sequence, Genes, Steganalysis.
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A5l Al 8 Capa) aa s Do (1) gt

Letter Frequency Letter Frequency Letter Frequency
E 12.702% R 5.987% P 1.929%
T 9.056% D 4.253% B 1.492%
A 8.167% L 4.025% \ 0.978%
0 7.507% C 2.782% K 0.772%
i 6.966% U 2.758% J 0.153%
n 6.749% M 2.406% X 0.150%
Space 6.378% w 2.360% Q 0.095%
S 6.327% F 2.228% Y 1.974%
H 6.094% G 2.015% z 0.074%
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GTC CTG GCG CTG GAA GGC GGT ATG GGT GCC ACC CTG ATG GGC .
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GI=ATGTGCGAAAAAAACGCCTATTTGCTCCTGTGGTTGGAAGGACCAT.....
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Codon | Frequency | Codon | Frequency | Codon | Frequency | Codon | Frequency
AAA 52 CAA 36 GAA 150 TAA 4
AAC 45 CAC 29 GAC 43 TAC 28
AAG 47 CAG 60 GAG 51 TAG 3
AAT 37 CAT 27 GAT 60 TAT 45
ACA 22 CCA 24 GCA 65 TCA 24
ACC 65 CcccC 27 GCC 90 TCC 30
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ACG 59 CCG 45 GCG 98 TCG 37
ACT 23 CCT 18 GCT 43 TCT 27
AGA 7 CGA 17 GGA 20 TGA 14
AGC 49 CGC 59 GGC 98 TGC 30
AGG 12 CGG 25 GGG 28 TGG 44
AGT 17 CGT 41 GGT 64 TGT 10
ATA 12 CTA 10 GTA 23 TTA 41
ATC 76 CTC 32 GTC 54 TTC 68
ATG 85 CTG 160 GTG 103 TTG 46
ATT 79 CTT 14 GTT 44 TTT 49
(3) TL U iy A ) (oY )8 cen (2) sl g
(T1) Y I e e HHSE Cren Lol i ca +(3) i

Codon | Frequency | Codon | Frequency | Codon | Frequency | Codon | Frequency
CTG 160 CGC 59 TTA 41 GTA 23
GAA 150 GTC 54 AAT 37 ACT 23
GTG 103 AAA 52 TCG 37 ACA 22
GCG 98 GAG 51 CAA 36 GGA 20
GGC 98 TTT 49 CTC 32 CCT 18
GCC 90 AGC 49 TCC 30 CGA 17
ATG 85 AAG 47 TGC 30 AGT 17
ATT 79 TTG 46 CAC 29 CTT 14
ATC 76 CCG 45 GGG 28 TGA 14
TTC 68 TAT 45 TAC 28 ATA 12
ACC 65 AAC 45 CCC 27 AGG 12
GCA 65 GTT 44 CAT 27 CTA 10
GGT 64 TGG 44 TCT 27 TGT 10
CAG 60 GAC 43 CGG 25 AGA 7
GAT 60 GCT 43 CCA 24 TAA 4
ACG 59 CGT 41 TCA 24 TAG 3

L (1)&33;]\ ‘éﬁ ) J< c«U:S:;\} u,)bd;j\ d}i; s ?:\:\ IGITEN (l) d})ﬂ\ & (3) d‘gdﬂ\ Cre BalELY) A
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e CTG f CGC 5 TTA I GTA
t GAA qQ GTC 6 AAT \ ACT
a GTG v AAA 7 TCG - ACA
0 GCC D GAG 8 CAA / GGA
i GGC b TTT 9 CTC @ CCT
n GCG v AGC * TCC ! CGA
Space ATG k AAG & TGC N AGT
S ATT i TG + CAC . CTT
h ATC X CCG > GGG : TGA
r TTC a TAT < TAC «“ ATA
d ACC z AAC = CCC : AGG
| GCA 0 GTT . CAT ‘ CTA
c GGT 1 TGG # TCT ~ TGT
u CAG 2 GAC % CGG ] AGA
m GAT 3 GCT ( CCA [ TAA
w ACG 4 CGT ) TCA $ TAG

Snew A auia 2y (4) Jgaall aladinls M ooyl Ayl o<l
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Mi=Genetic code is a DNA base sequence
Shew= GTCCTGGCGCTGGAAGGCGGTATG GGTGCCACCCTGATG
GGCATTATG GTGACCGCGGTGATG TTTGTGATTCTGATG
ATTCTGTATCAGCTGGCGGGTCTG

Sstegodleades (o Ayl ALl g lagind wy lases ((4)¢(3)) Ofsandl 058 Clshady Liaf abiad) a5
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Sstego =GTC CTG GCG CTG GAA GGC GGT ATG GGT GCC ACCCTG
ATG GGC ATT ATG GTG ACCGCG GTG ATG
TTT GTG ATT CTG ATG ATT CTG TAT CAG
CTG GCG GGT CTG
Mi= D 1 2

e —4
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