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ABSTRACT

With the development of the Internet, technological innovation and the
availability of information emerged new computer security threats. The researchers are
developing new systems known as Intrusion Detection Systems IDSs for detecting the
known and unknown attacks. IDS have two approaches depending on the detecting
theories: Misuse Detection and Anomaly Detection.

This paper aims to design and implement a misuse network intrusion detection
system based on Genetic Algorithm. The efficiency of using GA for building IDS based
on NSL-KDD is verified. For rules generation NSL-KDD Data Set is used which
include, KDDTrain and KDDTest, 125973 and 22544 records respectively, each record
consists of 41 features and one class attribute for specifying normal and abnormal
connection (complete train and test data are used), In order to get rid of redundancy and
inappropriate features Principal Component Analysis (PCA) is used for selecting (5)
features.

Number of experiments have been done. The experimental results show that the
proposed system based on GA and using PCA (for selecting five features) on NSL-
KDD able to speed up the process of intrusion detection and to minimize the CPU time
cost and reducing time for training and testing, that the detection rate: 91.6% and false
alarm is: 0% and classification rate (DoS 93.48 %), (Normal 99.52%) , (Probe
81.16%), (R2L 69.47%), (U2R 32.84%). C# programming language is used for system
implementation.

Keywords: Genetic Algorithm, Network Intrusion Detection System, NSL-KDD Data.
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Min-Max dik alasi by alola) sl S ,[1..5] (saall e 2L3 YL Attack Type J-ial
.Normalization
Ol JLas) zigar IS ¢ G aldail) ) Abaad) Las) g ala IS jlad) ai ddagall a2 s
Bac @) el Chia daay Cige HLEAY) 7 3gal e (3B (it 52c 8 Jgly ,iiaall aclsas
Aolel) CLyall Jalad duajlsd 24T gkl 3-5
NSL-KDD syl #3lai de sane 5e)53 ¥l
Protocol type ,Service) chualld dusae ) 48 all cliaall digad sy s, canyll cilily dalles <Ll
Normal ) s« Attack Type Jis Jagas llaSy [shaall aua adll 2ae.. 1] (e Lebisas o3 (Flag
Sl Je (1,0) ) (Anomaly
il cplall [ cplall dighas lua @ WG
cpail 23l e Jae S
Adghad) 4 juaie Sl ol e
el doghy alal -

& 8aga54ll clyaall Variance/ Covariance Matrix

- ol Agias yalic ala) -
salie o Jsanll iy s dilall sohadll (e dailill ddgiadll e 3 ()1 (e Clghadll ale] -
oball e 4 Sl 2 ls
LS ddshias 8 lgaangs Al Adshadl) (go (S daie Aad s tlaald
OSY) ddgtas atip laala
=l .6

e Jseanl) g (e 5) alasialy Jabill Cagaiy i€l Al A yleall e colatl) el
ALl (s Als ye b el Gl acld slach (3) Jgaad)

Class DoS Probe R2L U2R Normal
No. of Rules 68 49 19 5 135
e gl s Alsje s Lgdde Jouasdl a3 Al Gl aefdd alasnil allail) las) 5

( Training Dataset ) cuill 7 il degara aladialy ciiuall des Y]
Lt L) Caaddtaly 2 il) 2 3lai Ao sama Aadial G e oLkl sl ke i
- (4) U2l Aamge HLasY il L aUaill Cays Ala e (8 Aediiesdl)
ol Slly e dial) Zaa)lal Gadaty Chsiail) =i (4) Jgand)

Class No. of Rules No. of Detected | Detection Rate | Training Time
Rules

DoS 68 44608 97.06 %

U2R 5 20 86. 95 %
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Normal 135 63946 94. 95% H:M:S
Probe 49 9327 80. 06 % 0:20: 5
R2L 19 794 82.7%

( Testing Dataset ) JLidy¥) zilai ds gana aladiuly chiall) dules Ll

oY) by o Al L lsall Guiy il w3 -(5) dgaad)

Class No. of Rules 1C. O DECEEEE Detection Rate Tes““? Ui
Rules M:S
DoS 68 6973 93.48 % 0:3
U2R 5 23 32. 84%
Normal 135 9655 99.52 %
Probe 49 1976 81. 61 %
R2L 19 2007 69. 47 %

dadual |7

DY) Ay i) A Ao S a5 gl e Jyeaally SLaaY) ddee cual of aa
o ekl Sl Agiall Laj sall 8 HLESYL Aerdied) Ll aas 5 QIS

(sl J el NSL-KDD cilily ae dnaledy) ol €pall Sadat slad) Jdis ol Caarai
Aalu) LSl s Tas el bl cuyglals SN dad alad) (3 sSla Linha o cavaicls
Slbanl) e s o3 iy, e (5) LLES) a3 S dnie (o8 w8 (el Jend (A il o)lasY
b eriiondl UL aas e Chteal) Zaasi e el iy oSH Aall L)l S5 Al
5 DOS (asngl Lawilly Lha K I3 Ay (91.6%) bibt CadS Aot culael Cum jLaaY)
i€ A (R2L) cadaely, Mol e (93.48%) 5,(81.61%) J-idaill oS 4w IS Probe
3593 ) JlatV) Dl iy e Tase o LS Galad) a5l £5)le 52 duws 85 (69.47%)
i (U2R) W .(Normal) ciiall ) el Jlaail) cdlaw 6 bl 4l (R2L) cial) )
Basdbey cuyail dlaje B Bigie Cilangl) G glsil B2 o ) dgmn Gl (s (32.84%) 41 Jakaill aig
AR S A ey V2ag, LAY Alaye b Cilangd) e 52 glsil agn e Slad, HLaaY) Zila b
.4l

Jadl < Oslery cpall cfiall) (e 2o #00 2e ylaill e Lgple Jganll ‘;"d\ ol )6
5) alaiads L) byl Jalas da) s diall daa lsall 3aakas O (o (6) Jsaadl o ) 4
bl (e 8€ e gana o gl gy Jalaill Ciieaty (oS 8 B il Cadael (e

Ol e e e diiaadl Ay il il Aijlaa (6) Jsaad)

Model DataBase | DoS% | Probe | R2ZL% | U2R | Normal | DR %
% % %
Kgoti(\)"{'lgqer KDD 07.1 | 833 | 8.4 | 132 | 9.5
GA — NN [17] KDD 86.7 | 86.1 | 81.2 | 79.2 -
SOM [ 22] NSL-KDD - - - - - 64
K-Means [22] NSL-KDD - - - - - 60
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GA'R[?E]’ 2010 KDD 86.7 86.1 81.2 79.2 -
PCA-C4.5
2011 [18] KDD 97. 25 66.30 | 2.30 8.33 98. 99
PCA nearest
neighbor (NN- KDD 97. 14 74.40 | 0.80 7.91 99, 50
rule) 2011 [18 ]
Ant-Miner
2011 [10] KDD 96. 15 72.90 | 13.88 | 97.13 | 94.50 | 92.42
PCA-GA
Hana NSL-KDD 03. 48 81.61 | 69.47 | 32.84 | 99.52 91.6
Mohammed

alating) .8

BelaS (bl dalidal) Cylaill eha) a5, NSL-KDD  <ilily e 4guliiy el alail apecad P& (e
t oY) il & selafy allal)
OSa bl s3a o el s agly, KDD 99 JSLie culs 3l NSL-KDD by jlas) o351
bl (i€ et Caltide A3)laal (il 5ac el Lgaiag
Jabll ity aaS) LaaYly cupnall cilblee goped e 5ol i) alaill o) cylaall cisagl 2
LAY )yl g ikl pUail) B LS A Rl de pus 535 e Jand Sl
i) ey Al e SLasYly il gyud PCA ae i) dua lsall o aciaall & ysiall oLl .3
PCA 42330l 80% oyl deyu caaly Cus . PCA (o
) w8 Ly g el ol 5kl 4
Sabial Gl d5lie 58 Aoy wilill ) g Jyeagll s JLaSU &dsY) sl 5
Aliaal) Juas ¥l g a6l 9
V) ALlS Bygam Anledl JSLa paend Yol axt o Lgd) (e a2ylls NSL-KDD bl 52218 slaiel .1
lSladl) diy o ikl (RS z il el b Afiadd) gl cadl Ll
Uil el Aial) dua) sl ae NeUr0-FUZZY cuuiadll a5l cuniadll hiiall aladia) .
Lkl (2aS 8 Laga s (5258 WY ddide st Jlso pladiad .
L) aakail (Al 3yl alasia)
A Sleas (e g IS dunlic e lodl
- (On-line ) daaall Al Ao Jory (S alail) ok,
ADA 5 .LDA , duiall daaj leall Jia el liialy cilisall (adlaial b (Al il aladsu)

N o o0 W
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