. &Tech.Journal, Vol. 33,Part (B), No.4, 2015

Hybrid Techniques for Proposed Intelligent Digital Image
Watermarking

Bashar S Mahdi .

Computer Science Department,University of technology /Baghdad.
Email:basharsadoon@yahoo.com

Dr. Alia K Abdul Hassan.

Computer Science Department ,University of technology /Baghdad.

Revised on:24/9/2014 &  Accepted on: 7/5/2015

Abstract

Digital watermarking provides a solution of the recent problems such as a copyright
protection and digital content authentication, as well as the balancing between the
copyright protection and authentication requirements are the challenge of the many
watermarking methods. In this paper, which is proposed a new intelligent watermarking
method to solve that problem by using proposed hybrid techniques.

The proposed method can be describe by three phases, first one is employ the hybrid
approach of visual cryptography and one way hash function which providing the security
and authenticity to the watermarking system. Second one is concerned with intelligent
embedding of watermark data in the cover image data by using three basics techniques
which are the genetic algorithm, artificial neural networks and the human visual system
model which obtains the effective balancing between the robustness and imperceptibility
of the digital image using the middle frequency coefficients. Finally phase is depending
on the extracting of the encrypted watermark by using the same operations of embedding
stage and by using the overlapping approach in the visual cryptography. Experimental
results demonstrates that the proposed method provides a secure adaptive intelligent
system which can apply in the different filed of application that need the reliable
copyright protection with highly security and authenticity. Moreover, Obtaining a highly
balancing among imperceptibility, robustness and security, that are showed by surviving
the extracted watermark from different types of malicious and adaptive attacks.
Keywords: Watermarking, DCT,DWT, Genetic Programming, Visual cryptography,
Hash function, Neural network, HVS.
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INTRODUCTION

ersonal computers and internet connections made the distribution of digital data

(text, sound, and image)and applications easy and fast that leads to appear the

problem of copying and transmitting of the digital products illegally without any
authentication . The effective way to protect the digital media from the these problems is
a digital watermarking, which define as a technique where the secret information was
embedded into the host media to provide the host media ownership and decreasing
unauthorized copying [1]. There are two types of digital watermark which represents as a
visible or invisible watermark that is embedded into the original cover [2]. Current
techniques of digital watermarking can be classified into two main classes: spatial and
frequency domain watermarking techniques[3,4]. Frequency domain watermarking
techniques provides more effective with respect to achieving the imperceptibility and
robustness requirements of digital watermarking algorithms compared with spatial
domain [5]. The most popular technique of special domain is the least significant bit
(LSB) method [6], However, frequency domain [7] which is used in the digital image
watermarking that provides  excellent spatial localization and multiresolution
characteristics that are same to the human visual system model[8]. Further performance
improvements in DWT-based digital image watermarking algorithms could be obtained
by combining DWT with DCT[9]. In the related work Chin-Chen Chang et al [10] also
suggested spatial- domain image hiding schemes to hide a binary watermarking into two
shares. Embedding images can be superimposed to decode the hidden messages [11].
Zhang [12] proposed a RBF neural network to achieve maximum-strength watermark
according to the frequency component of the cover image. Liu [13] also proposed a
watermarking scheme based on RBF neural network. In this paper, One of the problem
which deal with watermark security and authentically is solved by using hybrid
techniques of the proposed method. The rest of the paper is organized as follows. The
proposed methods in three phases : phase one related with hybrid visual cryptographic
and one-way hash function. Intelligent embedding techniques are presented in phase
two. Watermark extracting which is explained in phase three. Section 3 explains the
evaluation functions of system. Then, experimental results are described in Section 4.
Finally, in Section 5 which is showed the paper conclusions.

The Proposed Method
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The proposed method general architecture which including three phases: The first one
described the generating of two public and secret image from the watermark image,
second phase is showed the intelligent embedding for the watermark, final phase is
depended on the extracting of the watermark from the watermarked image.

Phase 1: Hybrid Visual Cryptographic and One-way Hash Function:

Visual cryptography is a type of encryption methods which can coding every pixel of
binary image i to two shares [14]. Typically, visual cryptography decomposes every pixel
in a secret image into a (2x2) block in the two images share according to the rules in
Figure 1.

Pixel
color
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Figure (1): Visual cryptography sharing and stacking of pixels

In the first phase, visual cryptography encryption will be carried out. It consists of
generation of shares using the hybrid techniques. In our scheme, VC share creation is
performed. Every pixel in watermarked image is broken into four sub pixels, by using
this scheme which are encrypted each pixel of the image. Any single share is highly
secure and is chosen by using keyed hashing (SHAL) function that shown in Figure 2.

A one-way hash function which depends on secret key is called Message Authentication
Code [15]. There are two functions which are used in the proposed system and depend on
SHAL function.

e Hashl(P,K) = H (K&(P& H(K))) (1)

. M= Hash1(P,K ) mod NS 2
Where

a secret key known only to the owner is represented by K, concatenation operation is

represented by &, P is a pixel position, NS is number of share and M is index of selected

share.
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Figure (2): Hybrid visual cryptography and hashing

Phase2:Intelligent Embedding Techniques

The phase two of proposed method aimed to providing the adaptive intelligent
embedding by using hybrid of three techniques are human visual system, genetic
algorithm and artificial neural network which described in the following points with
general proposed embedding algorithm:

Human Visual System Model

There are three main properties of HVS model in DCT domain are: luminance
,frequency sensitivity and masking effects. Where the luminance sensitivity is measures
the threshold detectibility of constant background noise. The frequency sensitivity is the
human’s eye sensitivity to different spatial frequencies. Masking regarded as the effect
of visibility decreasing of one signal to another signal called masker[16]. In the proposed
method will focus on the brightness, texture and entropy sensitivity. The luminance
sensitivity(LS) is compute by using Eq.( 3)
LSt= (LDC,t/ LDGt)" (3)
where
LDC, t represents the DC coefficient of the t" block of DCT blocks and LDG, t is regards
as the mean value DC coefficients for all blocks of an image, and Y is used to control of
luminance sensitivity degree.
As will known the image divided into three types of blocks are: smooth blocks, textured
blocks, and edge blocks[17]. The texture sensitivity can be calculated by the Egs.(4,5):

G= (Yt(i,)) /Q@. 1) (4)
TSt= Y7 ;—o Round (G) ®)
Where

Yt(i,j) is represented the t" block of DCT coefficients and Round (G) takes the rounded
value of G and returns “1” if the value is not equal to zero, ‘0’ otherwise.

The amount of the information in the block represents the entropy value of image blocks
which employ to sorting image blocks according to value of entropy. The entropy value
is various from block to other. The entropy sensitivity is calculated by Eq.( 6) :-
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1

ESt:ZZjZO Pt(i,).log Pt(i,j) )
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Pt (i) = 7o Y(0)) ’

Where

Yt(i,j) represented to the t" block of DCT coefficients of the position (i,j).

Genetic Algorithm and Neural Network

GA is algorithm of stochastic seeking which is depended on the natural genetic
mechanism, and is extremely proficient in searching of optimum solutions.

ANNs are effective apparatuses that provide an perfect selection and classification
procedure with high-speed computation [18].

ANN may be applied here to detect the desired adaptive embedding weight of the
watermarking system, based on the feature of the HVS model . The embedding process is
formulated as follows:

Ai,j k=Aij,k(1+0i,j,k *Wijk) ®)

Where
A i,j,k, denotes the DCT coefficient of the position (i, j) of the Kth block, and ai,j,k is the
adaptive weight of watermark W ik, in the position (i, j) of the Kth blocks.
In Figure 3 represent the architecture of applied ANN where C is HVS feature vector = (
cl,c2 ,c3,) The cl1, c2 and c3 represent the sensitivity value of luminance, texture, and
entropy of respectively as input layer.

In Figure 4 the flowchart for GA and ANN based watermark embedding is shown.

Input layer Hidden layers Output layer

Adaptive weight of
watermark

e e e e e e e e e iy

Figure (3):Architecture of applied ANN
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Figure (4): Proposed scheme using GA and ANN

Proposed Embedding Algorithm

The embedding of the generated public share from phase one which showed in Figure
5 ,where each steps of this figure which explained in the section A and B after that
applied the embedding process in steps of algorithm .
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Figure (5):The proposed watermarking embedding scheme
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Algorithm 1:Embedding Process

Input : public share, cover image.

Output: Watermarked image.

Step 1:Perform visual Cryptography (VC) by using keyed hash on watermark image to
decompose two shares image one is public that used in embedding process and second is
secret that is used in extraction process.

Step 2: Divide the cover image by using DWT into four non-overlapping sub-bands:
LL1, HL1, LH1, and HH1.and then select only LH1, HL1, and decompose LL1 into four
non-overlapping sub-bands LL2, HL2, LH2, HH2, and select LH2, HL2.

Step 3: Each sub-band HL1, LH 1, HL2, HL2 which divides into 8x8blocks.

Step 4: Perform DCT to each block.

Step 5: Select middle band coefficients of DCT by using GA optimization.

Step 6: Compute HVS components from selected coefficients ( L,T,E) luminance,
texture, and entropy sensitivity.

Step 7: Applied artificial network (BPNN) by using HVS components the output is the
adaptive weight of watermark embedding.

Step8: Embed share 1 into selected coefficients with adaptive weight.

Step 9: Inverse DCT is applied on each 8x8 block.

Step 10: Inverse DWT is performed to produce the watermarked image.

!
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Figure (6):Block diagram of proposed watermarking extraction

Phase 3: Watermarking Extraction

In this phase the watermark is perform the proposed extracting procedure to extract the
embedded watermark from the watermarked image, the watermarking extraction
procedure is represented in Figure 6, followed by a step by step explanation as follows:

Algorithm2: Extracting Process
Step 1: The watermarked image which decompose it into four non-overlapping sub-
bands by using DWT : LL1,HL1, LH1, and HH1.and then select only LH1, HL1, and

il
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decompose LL1 into four non-overlapping sub-bands LL2, HL2, LH2,HH2,and select
LH2,HL2.

Step 2: Each sub-band HL1, LH 1,HL2,HL2 divides into 8x8blocks.

Step 3: Perform DCT to each block.

Step 4: Select middle band coefficients of DCT by using GA optimization and by using
ANN to select learning weight.

Step 5: Extract share 1 from selected coefficients.

Step 6: Perform Visual Cryptography VC and overlapped extracted sharel with secret
share2, the result of overlapping will be a watermarked image.

Evaluation Function

The major function for evaluating the image imperceptibility are :Mean Square Error
(MSE) and the Peak-Signal to Noise Ratio (PSNR) which shows in Egs. (9,10)
respectively.

MSE(X, X') — % 9)
; 2552
where

X and X' denote the original image and the watermarked image, the width and height of
the images are represented by M and N, and the pixel at position (i, j) of X and X' are
represented by X(i, j) and X'(i,j) respectively[19].

The main function for evaluating the robustness is a Normalized Correction (NC)
between the original and extracted watermark which is shows in in Eq.(11).

N, x) = 2t 2 (X@9) X X)) (11)
i 2 (X 5)?
Where
X and X' denote the original watermark and the extracted watermark , the width and
height of the images are represented by M and N, and the pixel at position (i, j) of X and
X" are represented by X(i, j) and X'(i,j) respectively[19].

Experimental Results

In our proposed work three important properties are evaluated . First is
imperceptibility, second  robustness and  third security of watermark. The
imperceptibility is employed by using genetic algorithm for optimizing and obtain the
maximize Peak Signal-to-Noise Ratio (PSNR) and Normalized Cross Correlation (NCC)
of the extracted watermark. Security of watermark by using proposed visual cryptography
by using hash function that mean split the watermark image into two share any single
share was highly secure and by hashing chosen of two black and two white sub pixels.
The watermarking scheme has been tested on two images with size of 512x512 pixels.
The watermark image is binary logo image32x32 by using MATLAB R2012b and visual
basic.net to generate hashing value for each pixel of watermark image with secret key
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and with position of it to select high secure and high randomly chosen one of many
combinations for white and black pixels.

ANN with GA used to select perfects coefficients of DCT and weight for embedding
the watermarked as shown in Figure 4. As mentioned above, various attacks that were
shown in Figures 10, 11, 12,13 and 14 are used to test the imperceptibility, robustness
and security of the watermarking of the proposed scheme.

The tested image is compressed using JPEG in different quality factors. Figure 7 shows
the watermarked image under JPEG compression attack with quality factor 30% to 90%.
As mentioned, the proposed algorithm robust against J’PEG compression attack.

0.75 ,/ = \Watermarked image
LENA

10 20 30 40 50 60 70 80 90

JPEG quality factor

Figure (7):JPEG compression attack results

The proposed scheme in this paper is robust and secure against many attacks that
depend on the final result of NCC that show in Tablel.

Table (1) : The NCC parameter value for watermarked image under attacks

Different attacks NCC=
Medianfilter(3x3) 0.9920
Rotation 90° 0.9901
Gaussian filter 0.9905
Image sharpening 0.9616
Scaling 30% 0.8852
Salt & pepper noise | 0.9905
0.025

Cropping 0.25 0.9806
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Figure (8): Visual Cryptography for watermark image

File Edit View Inen Tools Destop Window Help -
DdWe (kLA 0DRLL- 208 (=0

Original Image

Figure (9): Original image and watermarked

(a) (b) (c) (a) (b)
Figure (10):(a) Watermarked image, (b) original Figure (11):(a) watermarked image, (b)
watermark,(c)are the watermarking extraction the watermark extracting under attacks

without attacks NCC=1.
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(a) (b)

(@) (b)
Figure 12:(a) watermarked Image, (b) Figure (13): (a) watermarked image,(b)
watermark extracting under crop attacks watermark extracting Under Rotation attacks

Figure (14):(a) watermarked Image, (b) watermark
extracting under Salt & pepper noise attacks

Conclusions

Using a hybrid methods to obtain the effective balancing between robustness and
imperceptibility of watermarked image which is enhanced during the process of
watermark embedding by using genetic algorithm and artificial neural network. As well
as improve the performance of conventional watermarking techniques by using
characteristics of HVS which makes the watermark invisible and embedded adaptively.
Providing a secure invisible watermark with authentically used based on Visual
Cryptography and MAC , which uses only one share (public image) for imbedding and
other shares (secret image) for extraction. The proposed method which obtains the high
imperceptibility and robustness to the watermarked image while preserving the
robustness with high security against various attacks such as low pass filtering, median
filtering and JPEG compression, rotation , Scaling, Cropping, Salt & pepper noise and
image sharpening .
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